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SYSTEM FOR A PLURALITY OF VIDEO CAMERAS 
DISPOSED ON A COMMON NETWORK 



CROSS REFERENCE TO RELATED APPLICATIONS 

This application claims the priority of U.S. Provisional Application Serial No. 60/446,583, 
filed on February 1 1, 2003. 

BACKGROUND OF THE INVENTION 

Field of the Invention . The subject invention is generally related to a surveillance system 
having a plurality of cameras and is specifically directed to a system wherein the cameras are 
connected to a common network for transmission of stills and images to a remote location via IP or 
similar protocols. 

Discussion of the Prior Art . Prior systems have described a system containing a plurality of 
video camera disposed on a common network with a number of cameras disposed around a location 
to be monitored. Each camera produces a video signal representing the scene of interest. The video 
signal is digitized by a digitizer, compressed by a compressor and transmitted to a network via a 
network interface. 

SUMMARY OF THE INVENTION 

The subject invention is du-ected to a system wherein multiple compressors are employed 
to compress the captured image into a plurality of different compressed signal, representing 
different degrees of image resolution, compression typed, or compressed bit rate. These multiple 
video streams may be combined into one composite stream for network transmission, or may be 
maintained as separate and distinct video o still fi^e streams throughout the network. Video 
images thus networked may selectively viewed on an operator console consisting of a person 
computer and monitor or may be received by a network server for storage, analysis and 
subsequent retrieval via disk storage or tape storage. In the preferred embodiment the camera 
use Ehtemet networking protocol. Using OSI hierarchy, Ethemet is used for the physical layer, 
and UDP/IP is used for the network and transport layers. Networks may be wired, fiber or 
wireless. Other network protocols and topologies may also be used. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is an overview of a prior art system. 



Fig. 2. illustrates the effect network delays have on the arrival time of the video packets at a 
receiver. 

Fig. 3 illustrates the examination of a receiver's incoming packets to find succeeding 
information frames and the time stamp. 

Fig. 3 illustrates the examination of a receiver's incoming packets to find succeeding 
information fi^ames and the time stamp. 

Fig. 4 illustrates the extension of the network to include various wireless devices. 

Fig. 5 is a detailed illustration of the wireless camera configuratioa 

Fig. 6 shows a camera containing one wired networic interface and one wireless network 
interface. 

Fig. 7 shows a system incorporating a wireless panic button PDA. 
Fig. 8 depicts the layout of a typical monitor screen. 
Fig. 9 illustrates a typical event database report. 

Fig. 1 0 shows the use of a joystick to control pan/tilt/zoom using a dot on the monitor screen. 
Fig. 1 1 shows a plurality of monitor stations, each with a permanently open socket 
connection to the server. 

Fig. 12 is an operational flow chart. 

DETAILED DESCRIPTION OF THE INTENTION 

OVERVIEW 

Previous patent applications have described a system containing a plurali^ of video 
cameras disposed on acommon networic Fig-l. illustrates die overall concept. A number of 
cameras I are disposed around a looation to be monitored. Bach camera produces a video signal 
representing the scene of interest The video signal is digitized by digitizer 2, compressed by 
compressor 3, and transmitted to a network 5 via network interfice 4. In the Invention, multiple 
compressors 3 are employed to compress the captured image into a plurality of different 
compressed signals, representing different degrees of image resolution, compression type, or 
compressed bit rate. These multiple video streams m ^ be combined bio one composite stream 
for network transmission, or may be maintained as separaie and distmct video or still foune 
streams throughout the network. 

Note thai the digitizer, compressor, and network Interface can be integral to a camera 
housing, or can be boused separately such as in a Video Encoder. 

Video or images thus networked may be selectively viewed on an operator*s console 
consisting of PC(s) 6 and monitor(s) 7, or may be received by a networked server 8 for storage 
analysis, and subsequent retrieval via disk storage 9 or tape storage 10. 

In the disclosed invention, cameras use the popular Ethernet networking protocol. Using 
th familiar OSI hierarchy. Ethernet is used for the physical layer, and UDP/FP is used for the 
ne^vo^k and transport layers. Networks may be wire, fiber or wireless. Other network protocols 
and topologies may also be uti I ized. ' 
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LATENrV PF.mTrTTmtf 

Networked digital video systems as previously described typically suffer greater end-to- 
end delay (latency) than their analog countopaits. Throe fketois contribute to this increased 
delay: 

• Time required to compress the camera's video, 

• Transport delays when using typical packet-based data networkSi and 

• Time required in the receiver to buffer and decode tite compressed video. 

The second factor aggravates the third; the leeeiver must buffer the incoming video data 
sufficienUy to absorb worst<»se delays in the received video. Pig. 2 illustrates the problem. 

In Figure 2. a video stream has been digitized and compressed. Individual frames of the 
ongmal analog video signal are compressed into three compressed fiame types: 

• 'I* Aames, which are entirely inter-fiame coded 

• 'P' frames, which represent a 'prediction' based on previous I frames, and 

• 'B' frames, which are bi-directionally predicted. 

Analog video sources typically produce 30 frames/second. After compression, the T 

compressed frames are typically large, while the 'P* and 'B* tamss are much smaller. Note 

however that toe time interval between successive T frames is necessarily an integral multiple 

ofan analog frame Time. e.g. 1/30 second. In the example shown, the incoming anSog video 

frames are coded m a sequence 'I B B P B B\ This sequence represents six coded frames of the 

malog video source, thus represents 6/30 seconds, or 200 milliseconds. In short, the frame rate of 

these compressed frames remains equal to the frame rate of the original analog source. [ Note 

„2 «»">P™««' fi»">e sequences miQ^ be used as needed, yet the overall compressed frame 
rate equals the source frame rate.] 

When this compressed digital video stream is transmitted into a packet-based 
S?nT.Tilt*^"' ''^'^ ^^'^ mwma I, P, and B frames may be fitigmented and packeiized as 
dictated by the specific nemorkmg proiocols. For example, common Ethernet packets are limited 
to a mautimum s,2c of ISOO bytes. The resulting Ethernet packets may not be cJngruent^i ™^ 
ongmal encoded frames. For example, an! frame may be laiger than the 1500 bytVEtherne 
limitation, and may thus span multiple Ethernet packets. Likewise, 'B* frames or 'P' frames mav 
be ^nailer than the 1500 byte size limit, allowmg multiple 'fl' or 'P' frames to share ^EtSmeT 

Despite this packetization, tlie Ethernet packets - as transmitted- are typically v,el\ correlated 
temporally w,th the the original encoded packets. That is. Ethernet packete cont^ning ? frames 
are transmitted at approximately the same rate as they occurred in the original encoded video ' 
Si JJ'! ^':S!!^?' Note toat the Ethernet packets are^ittedlt T "ame 
ovwall rate as the ongmal encoded frames, ahbough they are delayed slightly due to bufferinc as 
part ofthe transmitter's packetization. ■•6"";^ uuc lo ouaenng as 

Note also, in Figure 2, that the amount of tune required to actually transmit anv Given naclcet 
the video packets at a fester rate than that at which they were originally encoded ITi,^ ^ 
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During transport over a packet network, data packets suffer unpredictable and non-constant 
delays. Network switches and routers receive, slore, and forward packets according to a complex 
sot of rules, and in accordance with the constantly-changing conditions on the network. For 
example, the amount of traffic over any particular network .span tends to be 'burtsy', and packets 
may therefore be delayed or even re-routed over an alternate path towards their final destination. 
As a result, the packet arrival time, at the receiver, is typically non-constant as illustrated in 
Figure 2. 

Figure 2 illustrates the effects of these various network delays on the ajxival lime of the video 
packets at a receiver. While the encoded and transmitted video data are reasonably coherent in 
time, the received video data packets are not. Tliis is a serious problem for real-time data streams 
suctas vWeo; since these mtenrvittam and unpredictable network delays might result in a * gap- or- 
^dropout' in a received video or audio signal. 

Note also, from Figure 2. that the network delays are non-cumulative. This is due to the fact 
that the network convoys the packets at a faster rate than they were created. Thus, after a network 
delay event, it is possible (and likely) that subsequent packets will 'catch-up* with the original 
arrival schedule. Since these network delay events are non-cumulative, it is possible to mask the 
effects of these network delay events simply by buffering the received data. For example, if the 
longest network delay event is one second in duration, then a one-second buffer in the receiver 
will mask the effects of the network delay. 

While effective, this approach adds to the (undesirable) end-to-end delay of the system. In 
addition, video streams created at different resolutions from the same source tend to experience 
different network delays. For example* a 352 x 288 resolution SIF stream produces a greater 
volume of compressed data than ifs equivalent 1 76 x 1 12 resolution QSIF stream. Thus, if a 
camera were producing both streams simultaneously, then a one-second receive buffer would 
effectively impose more delay on the QSIF stream than on the equivalent SIF stream ( since tlie 
player takes longer to fill-up the receive buffer with a slow QSIF stream than the faster SIF 
stream). 

In the invention, a flxed-sisse receive buffer is not used. Instead, a software-controllable 
playback timestamp is inserted into the receh^ed compressed video stream, effectively 
establishing an implicit buffer size in tfie player. Figure 3 illustrates the method. 

In Figure 3 part A, a receiver's incoming packets are examined to find succeeding I frames, 
and the Presentation Timesiamps (PTS'es) are extracted from the 1 frame packets. With a priori 
knowledge of the worst-case network delays, a predetermined value of AT is established. This 
AT is subsequenriy added to the received PTS of each frame, and the PTS value is each frame is 
substituted with the new value. This, in effect, commands the player to delay the playback of 
each frame by a constant AT amount The player creates an internal playback buffer of that size, 
which is sufficiently large to absorb worsi-case network delays. 

This simplistic approach, while useful, exposes an additional and related problem which must 
be solved.^ This problem involves rate-matching between the original analog video source, and 
the p|ayer*s timebase. The original source camera contains a clock oscillator, typically a quartz 
oscillator and divider which produces the various line- and frame-clocks for the camera. For 
example, ordinary NTSC composite video as used in the United States has a line rate of 
1 5,734.264 Hz and a frame rate of 29.97 Hz. The camera's quartz timebase produces these 
frequencies, subject of course to small frequency errore due to the aystal's inherent accuracy and 
to temperature effects. 
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• te'-**?^'^"^ * * ""'"^^ P'*y*" appUcation. contains it's own 

quartz tjmebqse. subject to the same accuracy and temperature efFects. Since the video is 
conveyed over a packet-based network, no reference clocks are available end-to-end which michi 
Sfv i"! (^^^Z''^* ^'•'"f °f the sou,«, camera. Tl,e player <^n L rommandeJf 

play the mcoining video at e nominal 29.97 Hz fiame rate, but the flayer's frame rate won 't 
exactly match the camera's frame rate. As a result, the player will tend to nm slightly slower or 
faster than the orieinal camera, and the player will gradJally lag the source^ woS^run f«t^ 
than the source which would eventually deplete the receiver's receive buffer. 

In the invention, this rate mis-maich is resolved as shown in Figure 3 part B. As indicated 

me received l-frames ( Note tlut this will be true only after the the incoming I-frame PTS data h 
properly filtered to reduce the effects of random network delay jitter). In the inveSiTe 

"^mr^ r ft^'"*!? P'?*^^^ " ^'^^'^'^ °« player' Si rime 
base The rwult of this subtraction mdicates the presence of relative drift between the respective 
ninri,ases. Based on the result, the AT value is incremented or decremented as n^ssaJT 
matc^ the respective PTS time rates. ^ 

matcwSIi'b^*'^' latency Perfonns end-to-end rate 

• Adding an offset lo received Presentation Time Stamps (PTS) sufficient to 
account for worst-case network delays, and 

Adjusting the size of said offset based on an avemged arrival rate of incominc 1- 
&ame data, to account for rate mismatches between transminer and receiver. 

RESOLUTI ON OF MULTIPLE NETWORK INTERFACES 

As previously described, the various cameras are connected to an extended network 
ToToo 'S'Bh R*?' f surveillance network. The most popular such n^ork is ^^^^ly 
0/ 00 M-Blt Ethernet network. In such a network, devices are comiected to network hubs 
switches, or routers via twisted-pair cables. While useful, it is often desirable SJl ,^' or 

STo?f;° W-"" ^ -^-^ "»i^e a wireless networW^ toH^S^sThrthe 

IEEE 802.11 Wireless Ethernet- standard. Figure 4 illtistretes the topology. ^y* """"^we 

^n.»lL™^K 1^^°''' ac'^^teand conveys compressed digital video 
stt««ns from hardwired cameras 404 and 405. Said video is conveyed to a hardwired monlmr 
station compmmg PC 414 and monitor 415. The video may additionally teTnv^edrSval 

the network of Figure 1, and indeed with the network described in previous disclosures. 

Figure 4 dqjicts the extension of the network to include various wireless devices F^r 
exainple camera 40 1 uses a Wireless Networic Interface 402, which J^nSTe tmoreJ^ 
digital video stream via anteraia 403 and 409 to a distant Wireless AcMs^oinMl^T^l^^ 
SS'I? • da^^transmissions frem Networic l^Zt^T^VoL'^V:"" 

jBnsmitted data into networic 413 in the form of ordinaiy 1 0/1 00 Mbit Ethernet Camera 406 
does the same, transmitting it's video via Network Interface 407. antenZ 408 and 4?f 1^^^^^ 
Point 412. and the Network 413. These cameras may thus be locateZTn-mni! ft! I v^^f' 
wired connections would be impossible, or indeed m^ay^'b^U^^^^^^^ 

0./0..33:04PMC.US.Ko^S^^^^ 
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Figure 4 likewise illustrates that the monitoring stations may be connected to the network 
using a wireless neiwork connection. Monitor station 420 connects to the network via wirc|e5ss 
Network toterface 419 and antenna 418, to wireless Access Point 412. As before, this moniior 
station may be in a remote location where hardwired connections would be impossible, or may be 
a mobile 'roving' monitor station. Note that the actual mobile device used to implement the 
Guard Station may be a small pocket-sized PC, or a PDA, or the like. Note also tliat the monitor 
station^s Wireless Network Interface 419 will typically be an inlenial device within the monitor 
station, often implemenied in a PCMCIA or Cardbus package. 

Figure 5 illustrates the Wireless Camera in greater functional detail. Inside the wireless 

camera^ camera mpdule 501 captures aj_c«ne^^ and Erpduces acpirespondina analog 

video signal. Tliis signal is digirized by A/D converter 502, and compressed by compressor 503. 
The Wireless Camera may preferable employ more than one compressor, thus enabling the 
Wireless Camera to produce several simultaneous compressed video streams with different 
bandwidths or with different types of compression. These compressed digital video streams are 
subsequently processed by processor 504, which packetizes the various video streams for network 
transport 

In the invention, ihe Wireless Camera is equipped with more than one Network Interface. 
As depicted, the Wireless Camera is equipped with one wired networic interface 507, and with 
one wireless network interface 508. Other configuralions are possible, for e)caraple both network 
connections might be wireless without materially departing from the scope of the invention. The 
availability of multiple network connections enhances the utility of the camera in two respects: 

• The second network interface may be used as a backup, in case tlie primary 
network connection is disabled or otherwise compromised, and 

• The second network connection may be used as a 'diagnostic' network 
connection, allowing network access to the camera for configuration or for 
troubleshooting. 

During power-up, it is necessary for the camera's Internal furoware to determine the 
appropriate camera configuration, based on the types and availability of installed (or functional) 
network connections. Figure 6 illustrates the algorithm used in the invention, to determine the 
camera's networic interface configuration. 

Figure 6 deals with the case of a camera containing one wired network interface (NIC) 
and one wireless NIC. The wireless NIC Is preferably used if available, and the wired NIC 
thereupon defaults to being a simple diagnostic port As shown, upon power-up the camera 
firmware first determines whether a Wireless NIC is Installed. In actual practice, such Wireless 
NIC's are typically housed in a PCMCIA form factor, and the usual PCMCIA card detect signals 
#CD1 and #CD2 may be used to determine if any PCMCIA carti is installed. If a card is indeed 
detected, the camera firmware proceeds to read the card's tuples, and verify that the installed 
PCMCIA card is indeed the correct type. 

In the case where no card is installed, or when an unrecognized wireless NIC card is 
detected, die firmware proceeds to use the wired Network Interface as the primary network 
mterface. The firmware proceeds to initialize the wiredNiC, and obtains a valid IP address for it 
f !r?^!.''^?i^ ^"^^ "^""S * pre-defined static DP address. The camera then proceeds to send 
MPEG video stream(s) lo the network, and sends JPEG images to an archival server at a pre- 
detenu Ined IP address. 
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In the case where the finnware detects a Wireless NIC of a compatible type, the firmware 
initializes tiie wireless NIC, and obtains a valid IP address for it using either DHCP or apre- 
defined static IP address. The firmware then begins sending the MPEG 8treaiti(s) to the network, 
and sends the JPEG images to the pre-defined archival server. In addition, the finnware 
initializes the wired NIC, and assigns it a 'safe* IP address such as 192.168.10.2. Such an TP 
address belongs to a caiegoiy of 'Safe* IP addresses, which 8i« guaranteed not to be rouied by 
any network routers. The finnware listens on this NIC, on port 80, for any configuration or 
diagnostic messages that may appear. In this way. the wired network connection may be used for 
camera configuration or diagnostics, without disturbing the Wireless network connection. 

In summary, the invention allows a network device to contain two separate Network 
.- . ImerfecBs^andproYidesameaos ioresoLYftthefimctioaoteach., 

PANIC BUTTON 

Previous disclosures have described a system in which a wireless 'panic button* may be 
carried by personnel, to be used in emergency situations. When pressed, the panic button emits 
an RF or other signal to one or more networked receivers. Upon detection of such a signal, the 
networked receiverCs) take appropriate actions such as alerting appropriate response personnel, 
enabling cameras covering the location of the event, and enabling the recording of video, still- 
frame images, and audio associated with the event. The prior disclosure dealt pj-imarily widi the 
devices which transmit and which receive these signals. The present invention deals primarily 
with the variety of actions, taken by the various networked devices, to such an event. 

Figure 7 depicts a simple implementation. A wireless panic button transmitter 701 contains 
several buttons, each representing a different type of emergency. For example, one button may 
mdicate 'FIRE', and other buttons may represent 'POLICE, 'MEDICAL', and so on. When a 
button is pressed, the device transmits a signal representing which button was pressed. One or 
more networked receivers 702 thj ough 704 receive and decode the signal, and alert an Event 
Server 706 that the emergen^ signal has been received. 

Figure 8 depicts the layout of a Monitor Station screen. As described in previous disclosures 
the monitor station screen 800 contains a Map Pane 801, which contains a map 802 of the facility' 
currently under surveillance. Icons 803 depict the locations of available cameras within the 
facility, and are stylized to indicate the direction that the camera is currently pointed. Camera 
view pane 804 displays the cunent real-time video from one or more selected cameras. As 
shovra. the screen ts configured to simultaneously display the video firom four different cameras. 

When tlie networked Event Server receives notice that one or mot« panic button receivers 
liave detected a panic button signal, the Event Server causes tfie monitor station to take several 
actions: 

• The video from the appropriate cameras is automatically displayed in view pane 
804. One or more cameras may be displayed, and the selection of which camera 
to be displayed is pre-determined based on which cameras are physically near the 
panic button receiver which received die emergency signal. 

• Video images thus displayed are surrounded by a colored, blinking border 805 lo 
as to become visually distinct from other displayed video. 

• iTie affected camera's map icon 803 is also made to blink, and to assume the 
same distinct color as the corresponding view pane's blinking border 805. 
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• The distinct color used in the view pane border 805 and in the blinking icon 803 
are cliosen to represent the nature of the emergency signal received^ for example, 
red Sot FIRE, blue for POLICE, green for MEDICAL, and so on. 

• The Event Server instructs the networked archive server, item 707 in Figure 7, to 
begin recording all motion video, still-frame images, and audio from cameras 
which have been preconfigured to be associated with the emergency signal 
receiver. 

The Event Server may additionally receive status daia firom a variety of other sensors 
attached to the network, as illustrated again In Figure 7. Door sensor 709 and Glass Break sensor 
710 are equipped with appropriate embedded network interfaces, and attached lo network 70S as 
arereceiver&7Q2,.7Q3«^ and 704. Event jeryer 70(5 status data from these and other 

similar network-based sensors. The Event server thereupon records said status data in m Event " 
Database, along with other system status. This other data includes emergency signals received by 
one of the various receivers, motion-detection events in one of the networked cameras, internal 
error conditions detected by the Event Server or Archive Server, and so on. The Event Server 
database thus contains a continuous record of all notable system events. Figure 9 illustrates a 
typical Event Database report. As shown, die Event Database, during the requested time interval, 
detected and recorded five separate notable events: Two j^ystem errors, one camera motion event, 
and two emergency signals from a Panic Button transmitter. 

In summary, the invention provides a means lo integrate a wireless *Panlc Button' device 
into the networked security surveillance system. 



IMPROVED JOYSTICK INTERFACE 

Previous disclosures have described ihe use of movable cameras on the digital 
surveillance network, cameras tliat may be controlled via mouse or joystick to point to any 
commanded pan or tilt position. Such joystick control of cameras is commonplace today. Most 
often, the camera is mounted on a motorized camera mount, and the joystick simply activates a 
motor to pan the camera, or to tilt the camera. User inputs thus amount to ^left-righf or ''up- 
down** commands to die camera. 

Newer pan/tilt camera mounts are more sophisticated. In these newer pan/tilt camera 
mounts, control mputs take the form of communications messages which pass commands and 
parameters to the camera* motor controller. With these newer mounts, the camera can be 
conimanded to move to a specific XV position, or to zoom to a specific Zoom setting, and so on. 
These newer, more intelligent camera mounts make it possible to improve the behavior of the 
pan/tilt user interface. 

When using simple 'left-right* and 'up-down' control inputs, it is often difficult to 
achieve precise camera positioning. For example, if a small item within a scene of interest is not 
well centered within the scene, it is often difificuh to make the small movements necessary to 
center the item of interest. Likewise, if the item of interest is an object in motion, it may be 
maddeningly difficult to follow the moving item using these simple control inputs. 

In die present invention, a newer operational mode is introduced which allows easier and 
more precise control of the camera. This newer operational mode requires no additional system 
hardware, since it is implemented as an algorithm operating within a monitor station. 
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In this new operation mode, the user first positions tlie camera to approximately the desired 
scene. The user U)en presses a convenient button, such as the trigger button on the joy stick, to 
enter the new mode. In this so-called 'drag mode', the camera's present X,Y position is taken as 
a reference, and the camera is continuously commanded to move to an offset position determined 
by Che XY displacement of the joystick from it's center position. Tn effecu as long as the user 
continues to squeeze the trigger button, the user is able to effectively slide or drag the viewed 
scene with the joystick. Figure 10 illustrates the idea. 

In Figure ] 0, the joystick's current position is indicated by the dot within position 
indicator 1010. The scene currently viewed is represented by scene depiction 1 000. When the 
user squeezes the joystick's button, the monitoring station's joystick data processing algorithm 
sends a position inguiiy message to the intelligent pan/till mou nts and obtains th e pan /tilt mount's 
current X,Y position. This value is thereupon used as a reference position, X0,Y6. 

While continuing to hold the joystick's trigger button, the user moves the joystick to the 
position indicated b lOlI. The joystick data processing algorithm contiimously notes the 
joystick's positional offset from the joystick's effective origin, calculates the desired new camera 
position XI, Yl, and sends regularly-timed position commands to the camera's pan/tih mount In 
effect, the camera's pan/tilt mount continuously trades the position of the joysUck. When the user 
has the joystick positioned as shown in 1 01 1, the camera has been commanded to move to an 
analogous position, resulting in scene lOOl . Wlien the user moves die joystick to position 1012, 
the pan/tilt mount becomes displaced by an analagous amount, again resulting in a new scene 
1002. 

Note that the offset positions sent to the camera are, in fact, opposite in direction from the 
joystick inputs. This provides the operator with a sense of moving the scene, rather than a sense 
of moving the camera. Thus, when in 1 0 1 1 the user has commanded that the scene should be 
displaced to the upper right, the camera is commanded to an offset position to the lower left. The 
user thus has a sense of moving the scene to a desired spot, rather than a sense of moving the 
camera. 

The calculation of position offset must account for the camera's current zoom setting. For 
example, if the cam^a is zoomed in tightly onto a distant object, then the user's control inputs 
must be scaled (in this case reduced) proportionally to the current zoom setting. 

In summary, the invention creates a new user interface means for controlling the aim position 
of a remote camera, wherein the user's control device appears to drag the viewed image, resulting 
in improved ease-of-use. 

IMPROVED PAN/ TILT RESPONSE TIMES 

As previously described, compressed digital video networks exhibit some degree of 
latency, or end-to-end delay. Tills delay is dependent on several factors, including the resolution 
of the source video, die complexiiy of the encoding algorithm, data transit delays in the 
transmission network, buffering in both the transmitter and receiver, and the time required in the 
receiver to decompress and display the data. Typical values for this end-to-end delay are 
typically in the hundreds of milliseconds, up to several seconds. 

This ©nd-to-end system delay becomes a problem when a user is trying to effect real-time 
conu-ol of a remote pan/tilt camera, especially when attempting to track a moving object. Any 
scene viewed by the user has, in fact, occurred in the past. To track a moving object, the user 
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must predict the fixture position of the object in order lo follow it. This delay may be exacerbated 
by any network delays in delivering camera position commands to the remote pan/tilt camera 
mount. 

End-to-end video latency may be reduced lo a few hundred milliseconds by reducing the 
size of the receive buffer, and assuming that x\\o network is lightly loaded and exhibits little jitter. 
It is imperative, therefore^ that camera position control commands do not suffer any appreciable 
network delays. 

In previous implementations, the moniior station communicated with the remote camera 
by opening a socket connection to the remote camera, sending the position command, then 

clQsjngttte SMket. Ihis cim. be^a time-cp 

milliseconds. In addition, it is a desirable feature of the network that other viewers of a given 
pan/tilt camera should be able to see real-time daia describing the camera's current position. 

In the invention, these requirements arc satisfied via a novel system fbr communicating suid 
disseminating camera commands and real-time status, using common client-server techniques. 
Figure 1 1 depicts the method used. 

In Figure 11, each monitor station 1 1 00, 11 01, and 1 102 maintains a permanently-open 
socket connection to Server 1 ] OS. Likewise, the Server maintains a separate, permanently-open 
sockei connection to each camera 1 ] 1 0 through 1113. When Monitor Station 1 1 00 wishes to 
control camera 1 1 1 1 , ii sends appropriate command messages to Server 1 1 OS over tlie open 
socket connection. Server 1 1 OS immediately forwards said command messages to camera 1111 
via the open socket connection. Since the communications stay permanently open, no time is 
expended in the process of opening up a new connection, thus reducing the camera command 
latency time. 

Moreover, Server llOS obtains real-time position status data from the camera being 
cono'olled. This status data may be received either in response lo a specific enquiry, or may be 
generated by the camera as pan of the command adcnowlcdgement protocol. In either case, tliis 
camera position status is received by Server 1 1 05 over the open soclcet connection. Server 1 105 
immediately forwards tliis updated camera position status data to all monitor stations on the 
network, not simply to the monitor station currently controlling the camera. This allows all 
monitor stations on the network to maintain a cache of ihe current, real-time status of all such 
cameras on the network. Each monitor station may« therefore, maintain a real-time display of the 
camera position. 

Other benefits arise from this architecture. First, when a monitor station switches to a new 
camera fcr viewing, the position status information for thai camera is already available to the 
monitor station. Hence, the monitor station may provide an immediate display of camera 
position status, rather chan having to send an enquiry and waiting for the response to airive. 
Second, this approach may be used for other camera functions besides simply camera movement 
controls. All other camera status and configuration ftinciions may be executed quickly, and the 
results displayed immediately on all monitor stations viewing that camera. These configuration 
and/or status functions include alarm conditions, zoom settings, status of motion detection, 
briglimess^ contrast, and various other camera configuration parameters. 

In summary, the invention provides a means for reducing lag times associated with a remote 
controlled'camera, and provides a means for all viewers of said camera to receiv instantaneous 
data updates concerning the camera's position & other status data. 

PHOTOTELESIS CONFIDENTIAL INFORMATION 
02/07/03 3:04 PM C:\USERSTLJmWORDDOCS\palents\SW. 2.4_R£L\SW_I^_2.4.REL_^^ 

10 



e- Watch Site Watch Version 2.4 PRS-0055-001 B 

Product Requirement Specification (PRS) 3: 16 PM 02/1 1/03 



1. OVERVIEW 

e- Watch Site Watch is a network-based digital surveillance and monitoring system. The system 
operates on digitized video streams created by video encoders that are strategically located and 
connected to the network. The encoders may be integrated into digital video cameras or may be 
externally connected to legacy analog cameras. In this document, the term "camera" refers to a 
digital encoder and camera, whether integrated or externally connected. The digitized streams 
are routed through the network using the Internet Protocol (IP). 

The e- Watch Server is a computer running the e- Watch Service application. e-Watch Servers 
control the routing of the digitized video streams over the IP network. In addition, e-Watch 
SSvasTeiTdveand Store" th'eiligitized~vid^]nstreanis; 

The e-Watch WatchStation™ is a computer running e-Watch windows 2000 Pro, IE5.5 and the 
e-Watch video filter program. The digitized video streams are routed over the IP network to 
WatchStations. The streams are decoded and made available for viewing in real time. In 
addition, WatchStations can retrieve and playback video streams that have been stored on an e- 
Watch Server. 

All software components and configuration data are stored on the e-Watch Server and made 
available to WatchStations as needed at runtime, with the exception of the video filter program 
which is installed on the WatchStation. 

e-Watch supports routing the digitized video streams over wireless network segments. The e- 
Watch WatchBook™ is a specialized WatchStation that is specifically designed for wireless 
portability. 

This document describes the product requirements of the software operating on the e-Watch 
Server, the e-Watch WatchStation and the e-Watch WatchBook. 

2. REFERENCES 

2.1. e-Watch Version 1 PRS (PRS-0038-002) 

2.2. e-Watch Version 2 PRS (PRS-0029-001) 

2.3. e-Watch Version 2.3 PRS (PRS-0051-001) 

2.4. e-Watch Version 2.4 FRD 

3. HARDWARE REQUIREMENTS 

3.1. e-Watch Server 
3.1.1. Hardware 

3.1.1.1. 1 GHz Pentium class processor w/ 2S6kb 12 cache 

3.1.1.2. 512 MB of Memory 

3. 1 . 1 .3. 1 60 GB Hard Drive or higher recommended 

3.1.1.4. AGP Video Controller w/ 32Mb of Video RAM - not shared system RAM 

3. 1 . 1 .5. 1 0/1 GO Mb Ethernet Network Interface Card 
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3.1.1.6. Serial/PS/2/USB Two ButtonMouse 

3.1.1.7. SVGA Video Monitor 
3.1.2. Software 

3.1.2.1. Microsoft Windows 2000 Server, Service Pack 2 or higher 

3.1 .2.2. Microsoft Internet Explorer 6.0 or higher 

3.1 .2.3. Microsoft Media Player 6.4 or higher 

3.1 .2.4. Microsoft JET 4.0 SP3 or higher 

3. 1 .2.5. Microsoft Java VM Build 3805 or higher 

3.1.2.6. Standard TFTP Server, optional for upgrading canrna firmware from the e- 
Watch Server 

- "3.2: e^Watch WafchSlafion 

3.2.1. Hardware 

3.2.1.1. IGHz Pentium class processor w/ 256kb 12 cache 
3.2.1.2. 256 MB of Memory 

3.2.1.3. 5 GB Hard Drive minimiirn 

3.2.1.4. AGP Video Controller w/ 32Mb of Video RAM - not shared system RAM 
3.2.1.5. 10/100 Mb p/S Ethernet Network Interface Card 

3.2.1.6. SoundBlaster 16 Audio Card or equivalent 

3.2.1.7. Serial/PS/2/USB Two Button Mouse 

3.2.1.8. Video Monitor capable of 1024 x 768 pixels at 24 bit color 

3.2.2. Software 

3.2.2. 1 . Microsoft Windows 2000 Professional, Service Pack 2 or higher 

3.2.2.2. Microsoft Internet Explorer 6.0 or higher 

3.2.2.3. Microsoft Media Player 6.4 or hig^her 
3.3. e-WatchWatchBook 

3.3.1. Hardware 

3.3.1.1. Sony VAIO CI PictureBook 

3.3.1.2. Wireless Ethemet Network hitaface Card 

3.3.2. Software 

3.3.2.1. Microsoft Windows 2000 SP2, or Microsoft Windows Me 

3.3.2.2. Microsoft Intemet Explorer 6.0 or higher 

3.3.2.3. Microsoft Media Player 6.4 or higher 

4. e-WATCH CAMERA FIRMWARE 

4.1. This version of the e- Watch software is backwards conq)atible to e-Watoh encoder 
firmware version 2.0.0.1 1 

4.2. Firmware required to support all version 2.4 features will be the released build of e- 
Watch encoder firmware version 2.2.0.x . 

4.3. The camera firmware shall be included on the release media. 

4.4. Multicast addresses shall be chosen so that the low bandwidth video stream and the high 
bandwidth video stream are in different multicast groups. 

5. e-WATCH SOFTWARE INSTALLER/UNINSTALLER 
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5.1. The e-Watch release medium shall contain an installer for these components: 

5.1.1. Server software 

5.1.2. WatchStation software 

5.1.3. Gate Watch software 

5.2. The e-Watch release medium shall contain an uninstaller for these components: 
5.2.1. Server software 

5.3. The -Watch release medium shall contain sample m^s for 
5.3.1. Office 

5:3.2. Schpol 

5.3.3. Aiiport 

5.3.4. Airplane 

5:4: Tle'^WMctrinstaH^shalf^^^ exlsliiig e-Watch ins t alla l io ii^ 

of Version 2,3a or higher without loss of user data* 
5.5. TherWatch installer shall create a folder on the Watch Server under Start/Programs for 

fiie various e-Watch executabliss; 

6. e-WATCH SERVER 

The e-Watch Server software includes the following components: 

6.1. e-Watch Service - Starts and manages all background processes required for operation of 
the e-Watch system. 

6.1.1. It shall be possible to start and stop the e-Watch Service from the host operating 
system's service manager. 

6.1.2. The e-Watch server shall display error dialogs on the server console when severe 
service errors are encountered. A missing hardware key is one example of a severe 
service error. 

6.1.3. No other interaction with the e-Watch Service shall be necessary or possible. 

6.2. e-Watch Server Application - Provides basic e-Watch Server inquiry and configuration 
ftmctions. The e-Watch Server Application includes the following components: 

6.2. 1 . Registry - allows updating e-Watch configuration data stored in the host operating 
system's registry 

6.2.2. Tapes - displays the following data for each tape in the tape database. The tape can 
be a standalone tape drive or a Compaq SSL2020 tape Ubrary. 

6.2.2. 1 . Provides display of the following data for each tape in the tape database: 

6.2.2. 1.1. Tape volume name 

6.2.2.1.2. Tape device slot in a Compaq SSL2020 tape Ubrary. 

6.2.2.2. Provides an "Allow Edit" checkbox 

6.2.2,2.1. The tape data cannot be edited when the "Allow Edit" box is cleared, 
6.2.2.2.2: The tape data can be edited when the "Allow Edit" box is checked 

6.2.3. Images - displays the following data for each t^e backup image; no updates are 
possible to ^ese data. 

6.2.3,1. Date 
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6.2.3.2. Sequence number 

6.2.3.3. Tape volume name 

6.2.3.4. Tape start position 

6.2.3.5. Tape end position 

6.2.3.6. Number of minutes recorded 

6.2.4. Tape Utilities - provides the following tape functions: 

6.2.4.1 . Load - if available in a Compaq SSL2020 tape library, loads a tape firom the 
storage device into the drive 

6.2.4.2. Unload - if available in a Compaq SSL2020 tape library, unloads a tape from 
the drive into the storage device 

6.2.4.3. Examine tape - displays a tape volume name 

6,2r4;4, Format tape~- writes volume name^and format information ta a tape - 

6.2.5. Backup - allows creating custom backup tapes for special archive requirements, 
and restoring data from customized backup tapes to disk. The following options 
may be selected when creating a custom backup tape: 

6.2.5.1. Start date and time 

6.2.5.2. End date and time 

6.2.5.3. One or more cameras 

6.3. Image Delete Utility - Provides a way to manually delete images stored on an e- Watch 
Server. The following options are made available: 

6.3.1. Delete all images 

6.3.2. Delete images stored prior to a selected date and time 

6.4. Encoder Firmware Download Utility - Provides a way to cause e-Watch encoders to 
download firmware. One or more encoders can be selected. 



6.5. DHCP Utility - Provides Dynamic Host Configuration Protocol (DHCP) service for 
Personal Surveillance Kits. This requirement if for PSKs only. 

6.5.1. The DHCP Utility will operate only if the host IP address is 192.168.10.1, to 
ensure that it cannot interfere with other DHCP services. 

6.5.2. The DHCP utility will conform to RFC 2131. 

6.5.3. The DHCP Utility accepts IP address lease requests, and issues DHCP lease offers 
for IP addresses in its address lease ranges 

6.5.4. Setup parameters: 

6.5.4. 1 . Local subnet (display only) 

6.5.4.2. Three IP address lease ranges 

6.5.4.3. e- Watch sCTver address 
6.5.43.1. Localhost option 
6.5.4.3.2. Static address option 

6.5.4.4. Start automatically option 

6.5.5. Static leases - The static lease IP address will be offered only to, and only to, the 
static lease hardware address 
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6.S.6. Active leases 

6.5.6. 1 . Displays current active leases 

6.5.6.2. Offers the option to copy an active lease to the list of static leases 

6.6. Verify Image Utility - Verifies that a selected image file was created by an e- Watch 
system, and that it has not been altered. 

6.7. Hardware Key Serial Number Inquiry Utility - Verifies the presence of a hardware key, 
and displays die hardware key serial number. 

6.8. Camera Flash Prpgpram - Provides a way to flash the Model Ccnie in encoder firmware. 
Qneornipre 

6.9. IP Broadcast Configuration Program - Provides a way to send an IP configuration to an 
encoder 

6.9.1. Valid IP configuration in encoder shall not be required 

6.9.2. The encoder shall be identified by MAC address 

6.9.3. The IP configuration shall be sent using a broadcast message 

6.9.4. The target camera shall be connected to the same LAN subnet in order for the IP 
Broadcast Configuration Program to work 

6.10. Registration Program - Creates e-Watch registration numbers. This program is NOT 
included on the e-Watch CD. The following data are input: 

6.10.1. Hardware key serial number 

6.10.2. Module registration options 

6.10.2.1. Basic Services 

6.10.2.2. GateWatch 

6.10.2.3. GateWatch Custom 

6. 1 1. Autb Lb^o^jgna^ Pi^^n?^ - Etiable^^ Tbiisprog^ ii^ JSfOT 
included itm thj^ er^Wateh^C^ 

6.1 1.L Whim the feature is enibl^, tlie auto logon screten (mrto 

shall cause an automatic logon with administrator privilege 
6.1 1.2. When the aiito-lpgpn feature is disableid^ automatib logon shall not be possible 

7. e- WATCH WATCHSTAWON 

The e-Watch WatchStation software implements the primary e-Watch user interface. The 
WatchStation is started &om Microsoft Internet Explorer by entering a special URL in the 
address window. The WatchStation software is organized as a Logon Screen and a Monitor 
Screen. 
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A filter program is used to receive the digitized video streams, which are played using Microsoft 
Media Player ActiveX controls. The filter program is downloaded and installed on the 
WatchStation computer. No other software components are mstalled on the WatchStation 
computer. All other software components are downloaded from the e- Watch Server at runtime 
using Hypertext Transfer Protocol (HTTP). 

The Logon Screen is presented first. If a user successfully logs on, the Monitor Screen is 
presented. 

7. 1 . Logon Screen - Allows a user to log on to the e-Watch System. 

— 7;x:r: nve (Kstinct URL tjprs ther Logon Screen 

7.1.1.1. Standard logon 

7.1.1.1.1. URL points to Iogon.asp 

7.1.1.1.2. Starts an anonymous single screen WatchStation 

7. 1 . 1 .2. Logon with station name 

7.1.1.2.1. URL points to logon.asp?station=<stationname> 

7.1 .1 .2.2. Starts a named WatchStation, which may have one or more secondary 
screens 

7.1.1.3. Remote logon 

7.1.1.3.1. URL points to rlogon.asp 

7.1 .1.3.2. Starts an anonymous single screen WatchStation which receives video 
streams using Transmission Control Protocol (TCP) 

7.1.1.3.3. Tlie number of video paneS; is Umited to four 
7.1.L4; Singjerpameibgori 

7.1,1 Al. URX points to logoii.asp?statidn=lbw 

7.1.1.4.2. Starts an anonymous single screen WatchStation 

7.1.1.4.3. The number of video panes; is linnted to one 
7.1.1.5. Auto logon 

7. 1 . 1 .5. 1 . URL points to autolpgpn.asp or 

aatoiogon.ai5p?stotira 
7.1 . 1 .5.2w Starts an anonymous or nMied WatchStation 
7.1;1.5.3, PCTfoixns an automatic logon with Administrator priviledge, bypassing 

logon security 

7. 1 . 1 .5.4. Requires ttiiat auto logon be enabled at the server using the Auto Logon 
Enable program 

7.1.2. The following interface controls are presented: 

7.1.2.1. User ID textbox (all logon types except Auto) 

7.1.2.2. Password textbox (all logon types except Auto) 

7.1.2.3. Resolution option (Remote Logon type only) 

7.1.2.4. Load last settings option (all except WatchBook and Auto logon types) 

7. 1 .2.5. Logon button (all logon types) 

7.1.3. Pressing the Enter key is equivalent to clicking the Logon button 

7.2. Monitor Screen 
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The monitor screen provides all of the user int^ace controls required to operate the e-Watch 
system. The screen is organized as three windows. The Map Window is positioned in the 
upper left comer of the Monitor Screen and displays a map and object icons. The Video 
Window is positioned in the upper right comer of the Monitor Screen and displays images. 
The Control Window is positioned across the bottom of the Monitor Screen and contains 
operating controls. 

The Monitor Screen operates in two distinct modes, live Mode and Browse Mode. Live 
Mode is used to configure the system and to view real-time images. Browse Mode is used to 
retrieve and view images stored on the e-Watch Server. 

XcompulermSO^ tfie WatchStsrticm;- 'fte desc ription of 

the WatchStation refers to the following mouse actions: 

Left CUck - one cUck with the left mouse button 

Left Double-Click - two clicks with the left mouse button in rapid succession 
Right Click - one click with the right mouse button 
Drag - pressing and holding the left mouse button, then moving the cursor 
Drop - releasing the left mouse button after performing a Drag 

7.2.1. Live Mode 

Live Mode provides the interface for viewing camera video in real time, for controlling 
cameras, for receiving alerts, and for configuring the system. 

7.2.1.1. Map Window 

7.2. 1.1.1. Displays a m^ 

7.2.1.1.2. Ri^t click on an empty area of the map displays a menu dialog, which 
contains the Maps option. Left click on the Maps option displays the 
Maps dialog. 

7.2.1.1.3. Displays any number of object icons. 

7.2. 1 . 1 .3. 1 . Hovering the mouse over an object icon displays the name of the 
object. 

7.2.1.1.3.2. Each icon represents one of the following types of object: 

7.2.1.1.3.2.1. e-Watch site 

7.2. 1.1.3.2.1.1. Represented by a target icon 

7.2.1.1.3.2.1.2. Left double-click causes the e-Watch site to be loaded 
into the WatchStation 

7.2.1.1.3.2.2. e-Watch camera 

7.2. 1.1.3 .2.2. 1 . Represented by a camera icon 

7.2. 1 . 1 .3.2.2. 1.1. Icon is normally blue 

7.2. 1 .1 .3.2.2. 1 .2. Icon is green while mouse hovers over camera 
video in the Video Window 

7.2. 1 . 1 .3.2.2. 1 .3. Icon blinks red when camera is alarmed 
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7.2.1.1.3.2.2.1.4. Icon may display a tbree-character alphanumeric 
map tag 

7.2.1.1.3.2.2.2. The direction of the camera icon represents the 
direction in which the camera is pointed 

7.2.1.1.3.2.2.3. Drag fi:om the icon and Drop into a Video Pane causes 
the video stream fcom the camera to be displayed in 
the Video Pane 

7.2.1.1.3.2.2.4. Left double-click causes the Video Window to be 
reconfigured as a single Video Pane and the video 
stream &om the camera to be displayed in the Video 
Pane 

7;2:t.lT3;2.-2:5rRig^t^lickdisfrt2^araenurdiak^ 

the following options, depending on the user's 
permissions: 

7.2.1.1.3.2.2.5.1. Events - left click displays the Events dialog 

7.2.1.1.3.2.2.5.2. Zones - left click displays the Zones dialog 

7.2.1.1.3.2.2.5.3. Camera - left click displays tiie Cameras dialog 

7.2.1.1.3.2.2.5.4. Camera Controls - left click displays the Camera 
Control Dialog 

7.2.1.1.3.2.3. Third-party device 

7.2.1.1.3.2.3.1. Represented by a door icon 

7.2. 1 . 1 .3.2.3.2. Icon is normally blue 

7.2.1.1.3.2.3.3. Icon blinks red when device is alarmed 

7.2.1.1.4. Site Select control 

7.2. 1 . 1 .4. 1 . Displays tiie names of all sites currentiy loaded into the 
WatchStation. 

7.2.1.1.4.2. Selected a site fix)m the Site select control causes the current map 
for that site top be displayed in the Map Window. 

7.2.1.1.5. Map Select control 

7.2.1.1.5.1. Displays the names of all ms^s defined for the currently selected 
site. 

7.2.1.1.5.2. Selecting a map firom the Map select control causes the map to be 
displayed in the Map Window and to become the current map for 
that site 

7.2.1.2. Video Window 

7.2.1.2.1. Displays real-time video &om e-Watch cameras in one, four, nine or 
sixteen Video Panes. Video may be fix>m individual cameras, or zones. 

7.2.1.2.2. Remote logon (see 7.1.1.4) shall restrict the number of video panes to 
four. 

7.2.1.2.3. Single-pane logon (see 7.1.1.5) shall restrict the number of video panes 
to one. 

7.2.1.2.4. Video display shall not be affected by the installation of multiple 
network adapters in the WatchStation computer. 
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7.2.1.2.5. Video Panes that are not playing a video stream are termed inactive; 
Video Panes that are currently playing a video stream are termed active. 

7.2.1.2.6. Hovering the mouse over an active Video Pane causes the camera (or 
cameras in the case of a zone) to be represented in the Map Window as 
a green camera icon. 

7.2.1.2.7. If a Video Pane contains a zone, the video stream firom each camera in 
the zone is rotated into the Video Pane in accordance with the zone's 
defined cycle time. 

7.2.1.2.8. A Video Pane Label is positioned immediately below each Video Pane. 

7.2.1.2.9. For inactive Video Panes, the pane number is displayed in the Video 
Pane Label. 

"7:2. 1 .2. tOrForactive-VideaPane^ theMap^ag^ Canaa^Name arid vid e o stream 

type are displayed in the Video Pane Label 

7.2.1 .2. 1 1 . Each Video Pane displays a blinking red border when playing a video 
stream from an alarmed camera 

7.2.1.2.12. Drag &om an active Video Pane causes the camera or zone to be 
removed fix)m that Video Pane. 

7.2.1.2.13. Drag &om a Map Window icon, active Video Pane, or other 
component, and Drop into a Video Pane causes the video stream to be 
displayed in that Video Pane. 

7.2.1.2.14. Left click in an active Video Pane displays the Camera Control Dialog, 
if any controls are available 

7.2.1.2.15. While the Camera Control Dialog is displayed, the Map Tag and 
Camera Name displayed across the bottom of the Video Pane are in 
green font. 

7.2.1.2.16. Left double-click in an active Video Pane causes the Video Window to 
be reconfigured as a single Video Pane and the video stream to be 
displayed in the Video Pane. 

7.2.1.2.17. Right click in an active Video Pane displays a menu dialog with the 
following data and options: 

7.2. 1.2.17.1. Camera or Zone name 

7.2.1.2.17.2. Video Properties - left click displays the Video Properties dialog 

7.2.1.2.17.3. Video Statistics - left click displays the Video Statistics dialog 

7.2. 1 .2. 17.4. Events - left click displays the Events dialog 

7.2.1.2.17.5. Zones - left click displays the Zones dialog 

7.2.1.2.17.6. Cameras - left click displays the Cameras dialog 

7.2. 1 .2. 1 7.7. Camera Controls - left click displays the Camera Control Dialog 

(not available when the Video Pane contains a zone) 

7.2.1.2.18. Monitor select buttons - Presented only for named WatchStations with 
one or more secondary screens 

7.2.1.2.18.1. The Video Window in the Monitor Screen is termed the Primary 

Screen, and is represented by the button labeled "P". 

7.2. 1 .2. 1 8.2. The Video Windows in the secondary screens are represented by 

the buttons labeled with the secondary screen numbers. 

7.2.1.2.18.3. When the Primary Screen button is selected, Video Window 

operations affect only the Primary Screen. 
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7.2.1.2.18.4. When a numbered secondary screen button is selected, Video 

Window operations affect the Primary Screen, and are duplicated 
in the Video Window of the secondary screen. The Primary 
Screen is used to control the secondary screens in this manner. 

7.2. 1 .2. 19. Panes select buttons - Presented by all WatchStations except the 
single-pane WatchStation 

7.2.1.2.19.1. Tlie Video window may be configured to have one, four, nine, or 
sixteen Video Panes by selecting the corresponding Panes select 
button. 

7.2. 1 .2. 1 9.2. If the Video Window is reconfigured to a single Video Pane by a 
left double-click either on a Map Window icon or on an active 

Video Pane^^ sdecting^cme of the other Panes^select buttons-wiU 

restore the original Video Window configuration. 

7.2.1.2.19.3. If a Video Pane is playing a video stream, is then hidden by 
reducing the number of panes displayed, and is then revealed by 
increasing the number of panes displayed, the original video 
stream will continue to be played in that Video Pane. 

7.2.1.2.20. Image size buttons - Presented only by thei single-pane WatchStation 

7.2. 1 .2.20.1 . Original irnage size button 

7.2.1.2.20.2. 2X (double) origmal image size button 

7.2.1.2.20.3. Full-pane size buttoii 

7.2.1.3. Control Window 

The Control Window contains the following controls: 

7.2.1.3.1. Live button - does nothing in live mode 

7.2.1.3.2. Browse button - switches WatchStation to Browse Mode 

7.2.1.3.3. Events button - displays the Events dialog 

7.2.1.3.4. Zones button - displays the Zones dialog 

7.2.1.3.5. Cameras button - displays the Cameras dialog (available only if 
GateWatch is not installed) 

7.2.1.3.6. Devices button - displays a menu dialog with the following options 
(available only if GateWatch is installed): 

7.2.1.3.6.1. Cameras - displays the Cameras dialog 

7.2.1.3.6.2. 3"^ party Devices - displays the Devices dialog 

7.2.1.3.7. Maps button - displays the Maps dialog 

7.2.1.3.8. Users button - displays the Users dialog 

7.2.1.3.9. List Cameras button - displays the List Cameras dialog 

7.2.1.3.10. List Zones button - displays the List Zones dialog 

7.2.1.3.1 1. Event Reports button 

7.2. 1 .3. 1 1 . 1 . If GateWatch is not installed, displays the Camera Report Setup 
dialog. 

7.2.1.3.11.2. If GateWatch is installed, displays a menu dialog with the 
following options; 
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7.2.1.3.1 1.2.1. Camera Report - left click displays the Camera Report 

Setup dialog. 

7.2.1.3.1 1.2.2. GateWatch Standard Report - left click displays the 

GateWatch Standard Report dialog. 

7.2.1.3.1 1.2.3. If GateWatch Custom is installed the foUowmg two 

additional options are available: 

7.2.1.3.11.2.3.1. GateWatch Custom Setup - left click displays the 

GateWatch Custom Setup dialog. 

7.2.1.3.1 1.2.3.2. GateWatch Custom Report - left click displays the 

GateWatch Custom Report dialog. 

7.2.1.3.12. Cam Controls button 

?;2:h 3.12.1. If Ae^Camera^ontrote b utton is l e ft clic ked w hile the Camera 
Control Dialog is currently displayed, then the Camera Controls 
are hidden, and the button gains an outset appearance. 

7.2.1.3.12.2. If the Camera Controls button is left-clicked while the Camera 
Control Dialog is not displayed, then the Camera Control Dialog 
for the first visible video stream that supports Camera Controls is 
displayed, and the button gains an inset appearance. 

7.2.1.3.12.3. If tiie C^era Conth^ls are.for aPelcp cami^ 

Controls button is hidden because of the size of the control panel. 
In order to hide the camera controls, you must click on the 
window close box in the upper right corner of the Camera 
Controls. 

7.2.1.3.12.4. The Camera C^trols shiall load iiiiinediately; without having to 
waif for daii to be ret^ fixto the p^d^ thie s^ver 

7.2.1.3.13. Arm/Disarm controls 

7.2.1.3.13.1. System Armed/Disarmed label - indicates whether the e-Watch 
system is Armed or Disarmed 

7.2.1.3.13.2. Arm/Disarm button - Anns the system (if currently Disarmed), 
or Disarms the system (if currently Armed) 

7.2.1.3.13.3. If the system is Disarmed, the system will not send any defined 
alCTts and WatchStations will not perform the Zoom-To-Alann 
behavior; alarmed cameras, devices and Video Panes will have a 
blinking red appearance even if the system is disarmed if the 
event is addressed in the alarm profile. 

7.2.1.3.13.4. If the system is Armed, the system will send alerts for alarm 
conditions as defined in the Events dialog, and WatchStations 
will perform Zoom-To-Alarm behavior upon receipt of an alert 

7.2.1.3.13.5. Di$anning and re-Arming the system shall reset tiie al^ 
suppress feature, and cause new events oh aheady alarmed 
devices to trigger alerts 

7.2. 1.3.14. Zoom -To- Alarm checkbox 

7.2.1.3.14.1 . When unchecked, receipt of an alert will not cause the 
WatchStation to perform Zoom-To- Alarm behavior 

7.2.1.3.14.2. When checked, a receipt of an alert will cause the WatchStation 
to perform Zoom-To-Alarm behavior 
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7.2.1.3.14.2.1. If the alert is for a camera, the Video Wmdow is 
reconfigured to a single Video Pane, and the video stream 
firom the alarmed camera is displayed in the Video Pane 

7.2.1.3.14.2.2. If the alert is for a 3"^ party device (GateWatch ™ only), 
the Video Window is reconfigured to four Video Panes, 
and the video streams firom the four cameras closest to the 
alarmed device are displayed in the Video Panes. 

7.2.1.3.15. Logon button 

7.2.1.3.15.1. Displays the name of the user currently logged on. 

7.2.1.3.15.2. Clicking the button displays the Logon dialog. 

7.2.1.3.16. Sites button - displays the Sites dialog 

7:2.1.3.17. Pie sets bu lt oii - d is p l a ys t h e P resets^aleg- 

7.2.1.3.18. Help button - displays the e- Watch online documentation 

7.2.1.3.19. Date/Time label 

7.2.1.3.19.1. Displays the current WatchStation date and time, 

7.2.1.3.19.2. Named WatchStations periodically synchronize the date and time 
with the e- Watch Server. 

7.2. 1 .4, Live Mode Dialogs 

The following dialogs are displayed using various Live Mode controls as described 
above. 

7.2.1.4.1. Events Dialog 

The e-Watch System detects Events, uses date and time Profiles to determine 
Alarm conditions, and issues Alerts in response to Alarm conditions. The Events 
dialog is used to set up the system parameters governing Events, Profiles, Alarms 
and Alerts. 

An Event is motion detected by an e- Watch camera, or receipt of a message &om 
a 3"* party device (GateWatch only). 

Not all Events are Alarms. Often, motion detected by an e- Watch camera should 
not be considered an Alarm condition. Profiles are used to define on what days, 
and during what time periods, Events are to be considered Alarm conditions. So, 
for example, a Profile could be set up so that motion detected by a particular e- 
Watch camera after midnight on weekends is considered an Alarm condition. 

The Events Dialog is organized into three tabbed sections: Profiles, Alarms and 
Alerts. 

7.2.1.4.1.1. Profiles 

A Profile is a list of date and time periods. Motion that is detected by an e- 
Watch camera within a time period defined in a profile may be considered an 
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alarm condition. Similarly, the receipt of a 3 party device message within a 
time period defined in a profile may be considered an alarm condition. 

7.2. 1 .4. 1 . 1 . 1 . Arm/Disarm button - Arms or Disarms the e-Watch system, 
as described above under Control Window 

7.2.1.4.1.1.2. Profile list - Lists all profiles currently defined in the system 

7.2.1.4.1.1.3. Add button - Accepts a new Profile name and displays the 
Alarm Time Edit dialog described below 

7.2. 1 .4. 1 . 1 .4. Remove button - Removes the highlighted Profile &om the 
system 

7.2. 1 .4. 1 . 1 .5. Edit button - displays the Alarm Profile Edit dialog 

7:2:l:.4:trh6r€tfe bu tto n - clos es-the-dialog-" — 

7.2.1.4.1.1.7. Sub-dialogs 

7.2.1.4.1.1.7.1. Alarm Profile Edit dialog - contains the following 
controls; 

7.2.1.4.1.1.7.1.1. Profile name 

7.2.1.4.1.1.7.1.2. List of date and time periods 

7.2.1.4.1.1.7.1.3. Add button - displays the Alarm Time Edit dialog 

7.2.1.4.1.1.7.1.4. Remove button - removes the highUg^hted 
date/time from the Profile 

7.2. 1 .4. 1 . 1 .7. 1 .5. Edit button - displays the Alarm Time Edit dialog 

7.2. 1 .4. 1 . 1 .7. 1 .6. OK button - closes the dialog 

7.2.1.4.1.1.7.2. Alarm Time Edit dialog - permits adding or changing a 
date/time period. The dialog contains the following 
controls: 

7.2. 1 .4. 1 . 1 .7.2. 1 . Day of week 

7.2.1.4.1.1.7.2.2. From time 

7.2. 1 .4. 1 . 1 .7.2.3. Through time 

7.2. 1 .4. 1 . 1 .7.2.4. Always selection - This day of week and time 
period is always in effect 

7.2.1.4.1.1.7.2.5. Once selection - This day of week and time 
period is in effect once, then removed fix>m the 
system 

7.2.1.4.1.1.7.2.6. Specific Date selection - This time period is in 
effect only on the selected date 

7.2.1.4.1.1.7.2.7. Continue button - saves changes and closes the 
dialog 

7.2.1.4.1.1.7.2.8. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.1.2. Alarms 

The Alarms tab is used to associate an e-Watch camera or 3"^ party device 
with a Profile, and thereby to determine when an Event detected by that 
camera or device is considered an Alarm condition. 
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Cameras are associated with a Profile using the Motion tab.. 

7.2.1.4.1.2.1. Motion tab - contains the following controls 

7.2.1.4.1.2.1.1. Site select control 

7.2.1.4.1.2.1.1.1. Displays all sites currently loaded into the 
WatchStation 

7.2.1A1.2.1.1.2. Selecting a site limits the camera hst to cameras 
in the selected site 

7.2.1.4.1.2.1.2. Camera list - displays the following data 
7.2.1.4.1.2.1.2.1. Camera name 

7.2; 1 .4. 1.2.1 .-272n^^ssociatedProSle 

7.2.1.4.1.2.1.2.3. Status - On or Off 

7.2.1.4.1.2.1.3. Add button - allows selecting a camera, and displays 
the Select Profile dialog 

7.2.1.4.1.2.1.4. Remove button - removes the highlighted 
camera/profile association 6om the system 

7.2.1.4.1.2.1.5. Edit button - displays the Select Profile dialog 

7.2. 1 .4. 1 .2. 1 .6. OK button - closes the dialog 

7.2.1.4.1.2.1.7. Select Profile dialog - contains the following controls: 

7.2.1.4.1.2.1.7.1. Activate checkbox; if unchecked, the status of the 
camera/profile association is Off, and camera 
Events are never considered Alarm conditions; if 
checked, the status of the camera/Profile 
association is On. 

7.2.1.4.1.2.1.7.2. Profile list - lists aU defined Profiles 

7.2.1.4.1.2.1.7.3. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.1.2.1.7.4. Continue button - associates the camera with the 
selected Profile and closes the dialog. The new 
association is then displayed under the Motion 
tab. 

3"* party devices are associated with a Profile using the Event tab 

7.2.1.4.1.2.2. Event tab - contains the following controls 

7.2. 1 .4. 1 .2.2. 1 . Site select control 

7.2.1.4.1.2.2.1.1. Displays all sites currently loaded into the 
WatchStation 

7.2.1.4.1.2.2.1.2. Selecting a site limits the device list to devices in 
the selected site 

7.2.1.4.1.2.2.2. 3"* Party Device list - displays the following data 

7.2.1.4.1.2.2.2.1. Device name 

7.2.1.4.1.2.2.2.2. Associated Profile 

7.2.1.4.1.2.2.2.3. Status - On or Off 
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7.2.1.4.1.2.2.3. Add button - allows selecting a device, and displays 
the Select Event Profile dialog 

7.2.1.4.1.2.2.4. Remove button - removes the highlighted 
device/profile association firom the system 

7.2.1.4.1.2.2.5. Edit button - displays the Select Event Profile dialog 

7.2.1.4.1.2.2.6. OK button - closes the dialog 

7.2.1.4.1.2.2.7. Select Event Profile dialog - contains the following 
controls: 

7.2.1.4.1.2.2.7.1. Activate checkbox; if unchecked, the status of the 
device/profile association is Off, and device 
Events are never considered Alarm conditions; if 

checfcedrlhe status^of ti»4eviGe^^rofile 

association is On. 

7.2.1.4.1.2.2.7.2. Profile Ust - Usts all defined Profiles 

7.2.1.4.1.2.2.7.3. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.1.2.2.7.4. Continue button - associates the device with the 
selected Profile and closes the dialog. The new 
association is then displayed imder the Event tab. 

7.2.1.4.1.3. Alerts 

Alerts are the responses that the e- Watch system cam make when an Alarm 
condition is detected. Alerts are organized into tabbed sections, one for each 
type of alert. 

7.2.1.4.1.3.1. Stations - Station alerts are popup messages that appear on 
named WatchStations. This section contains the following 
controls: 

7.2.1.4.1.3.1.1. Station Ust - displays the following data: 

7.2.1.4.1.3.1.1.1. Station name 

7.2.1.4.1.3.1.1.2. Station IP address 

7.2.1.4.1.3.1.1.3. Status - On or Off 

7.2.1.4.1.3.1.2. Add button - displays the Station dialog 

7.2.1.4.1.3.1.3. Remove button - removes the hig^g(hted Station &om 
the system 

7.2.1.4.1.3.1.4. Edit button - displays the Station dialog 

7.2.1.4.1.3.1.5. OK button - closes the dialog 

7.2.1.4.1.3.1.6. Station dialog - contains the following controls: 

7.2.1.4.1.3.1.6.1. Activate checkbox; if unchecked, the status of the 
Station is OfT, and popup messages are never 
displayed by the Station; if checked, the status of 
the Station is On. 

7.2.1.4.1.3.1.6.2. Station name 

7.2.1.4.1.3.1.6.3. Station IP address 
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7.2.1.4.1.3.1.6.4. Continue button - saves changes and closes the 
dialog. 

7.2.1A1.3.1.6.5. Cancel button - discards changes and closes the 
dialog 

7.2. 1 .4. 1 .3.2. Pagers - Pager alerts are calls sent to digital pagers. This 
section contains the following controls: 
7.2.1.4.1.3.2.1. Pager list - displays the foUowmg data: 

7.2.1.4.1.3.2.1.1. Name 

7.2.1.4.1.3.2.1.2. Dial string 

7.2.1.4.1.3.2.1.3. Status - On or Off 
7:2:t.4rl:;3:2;2:-Addrbuttonr-i 



7.2.1.4.1.3.2.3. Remove button - removes the highlighted Pager firom 
the system 

7.2.1.4.1.3.2.4. Edit button - displays the Pager dialog 

7.2.1.4.1.3.2.5. OK button - closes the dialog 

7.2.1.4.1.3.2.6. Pager dialog - contains the following controls: 

7.2.1.4.1.3.2.6.1. Activate checkbox; if unchecked, the status of the 
Pager is Off, and calls are never made to the 
Pager; if checked, the status of the Pager is On. 

7.2.1.4.1.3.2.6.2. Name 

7.2.1.4.1.3.2.6.3. Dial string 

7.2.1.4.1.3.2.6.4. Continue button - saves changes and closes the 
dialog. 

7.2.1.4.1.3.2.6.5. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.1.3.3. E-Mail - E-Mail alerts are electronic mail messages. This 
section contains the following controls: 

7.2.1.4.1.3.3.1. E-Mail list - displays the following data: 

7.2.1.4.1.3.3.1.1. Name 

7.2.1.4.1.3.3.1.2. Address 

7.2.1.4.1.3.3.1.3. Status -On or Off 

7.2.1.4.1.3.3.2. Add button - displays the E-Mail dialog 

7.2.1.4.1.3.3.3. Remove button - removes the highlighted E-Mail fiom 
the system 

7.2.1.4.1.3.3.4. Edit button - displays the E-Mail dialog 

7.2.1.4.1.3.3.5. OK button - closes the dialog 

7.2.1.4.1.3.3.6. E-Mail dialog - contains the following controls: 

7.2.1.4.1.3.3.6.1. Activate checkbox; if unchecked, the status of the 
E-Mail is Off, and messages are never sent to the 
E-Mail address; if checked, the status of the E- 
Mail is On. 

7.2.1.4.1.3.3.6.2. Name 

7.2.1.4.1.3.3.6.3. Address 
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7.2.1.4.1.3.3.6.4. Continue button - saves changes and closes the 
dialog. 

7.2.1.4.1.3.3.6.5. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.1.3.4. Voice - Voice alerts are calls made to voice telephones. This 
section contains the following controls: 
7.2. 1 .4. 1 .3.4. 1 . Voice Call list - displays the following data: 

7.2.1.4.1.3.4.1.1. Name 

7.2.1.4.1.3.4.1.2. Dial string 
7.2.1.4.1.3A1.3. Status -On or Off 

7.2. 1 .4. 1 .3.4.2. Add button -dtsptays-the-Veice^didog 

7.2.1.4.1.3.4.3. Remove button - removes the highlighted Voice Call 
&om the system 

7.2.1.4.1.3.4.4. Edit button - displays the Voice dialog 

7.2.1.4.1.3.4.5. OK button - closes the dialog 

7.2.1.4.1.3.4.6. Voice dialog - contains the following controls: 

7.2.1.4.1.3.4.6.1. Activate checkbox; if unchecked, the status of the 
Voice Call is OflF, and calls are never made; if 
checked, the status of the Voice Call is On. 

7.2.1.4.1.3.4.6.2. Name 

7.2.1.4.1.3.4.6.3. Dial string 

7.2.1.4.1.3.4.6.4. Continue button - saves changes and closes the 
dialog. 

7.2.1.4.1.3.4.6.5. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.2. Zones Dialog 

Zones are ordered collections of e- Watch cameras. Zones are used to view 
multiple cameras in a single Video Pane. Zones can be Dropped into a Video 
Pane in the same way as individual cameras. When a Zone is Dropped into a 
Video Pane, the video streams fi'om the cameras in the Zone are rotated into the 
Video Pane in accordance with the Zone's cycle time. 

The Zones dialog contains the following components: 

7.2.1.4.2.1. Find button and textbox - used to find a camera in the camera list, 
as follows: 

7.2. 1 .4.2. 1.1. Enter a text string in the textbox. 

7.2. 1 .4.2. 1 .2. Click the Find button. 

7.2.1.4.2.1.3. The camera names in the camera list are searched for a 
match to the text in the textbox. 

7.2.1.4.2.1.4. The search starts with the first camera aft^ the currently 
highlighted camera, if any. 

7.2.1.4.2.1.5. If a match is found, the camera name is highlighted 
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7.2.1.4.2.2. Site select control 

7.2.1.4.2.2.1. Displays all sites currently loaded into the WatchStation. 

7.2.1.4.2.2.2. Selecting a site limits the camera list to cameras in the 
selected site. 

7.2.1.4.2.3. Camera list 

7.2.1.4.2.3.1. Lists all cameras in the selected site, 

7.2.1.4.2.3.2. Cameras can be Dragged from the camera list, and dropped 
into the Zone camera slots. 

7.2.1.4.2.4. Zone name - the zone name can be Dragged and Dropped into a 
Video Pane. 

7.2.1.4.2.5. Cycle time - determines the number of seconds between video 
r o t a tio n wh e n a V i deaP an e contains a Zonc; 

7.2.1.4.2.6. Camera slots 

7.2.1 .4.2.6.1. A camera can be Dragged Scorn the camera list and Dropped 
into a camera slot to add the camera to the Zone 

7.2.1.4.2.6.2. A camera can be Dragged from one camera slot to another 
camera slot to rearrange the cameras 

7.2. 1 .4.2.6.3. A camera can me Dragged from a camera slot and Dropped 
anywhere other than a camera slot to remove the camera 
from the Zone 

7.2.1.4.2.7. Load Zone button - displays the Load Zone dialog 

7.2.1.4.2.8. Save Zone button - displays the Save Zone dialog 

7.2.1.4.2.9. New Zone button 

7.2.1.4.2.9.1. Sets the zone name to "new zone" 

7.2.1.4.2.9.2. Sets the cycle time to S seconds 

7.2.1.4.2.9.3. Clears the camera slots 

7.2. 1.4.2. 10. Delete Zone button - removes the Zone fcom the system 

7.2.1.4.2.1 1. OK button - closes the dialog 

7.2.1.4.2.12. Sub-dialogs 

7.2.1.4.2.12.1. Load Zone dialog - contains the following components: 

7.2.1.4.2.12.1.1. Zone select control - contains all defined Zones 

7.2.1.4.2.12.1.2. OK button - loads the selected Zone and closes the 
dialog 

7.2.1.4.2.12.1.3. Cancel button - closes the dialog 

7.2.1.4.2.12.2. Save Zone dialog - contains the following components 

7.2.1.4.2.12.2.1. Zone name 

7.2.1.4.2.12.2.2. OK button - saves the Zone and closes the dialog 

7.2.1.4.2.12.2.3. Cancel button - closes the dialog 

7.2.1.4.3. Cameras Dialog 

The Cameras dialog provides the interface for creating, editing and deleting 
camera definitions. 

The initial screen of the Cameras Dialog contains the following components: 
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7.2.1.4.3.1. Site select control 

7.2.1.4.3.1.1. Displays all sites currently loaded into the WatchStation. 

7.2.1.4.3.1.2. Selecting a site limits the camera list to cameras in the 
selected site. 

7.2.1.4.3.1.3. Displays an "all" selection to include all cameras in the 
camera list. 

7.2. 1 .4.3.2. Camera list - lists all cameras in the selected site, or all cameras. 

7.2.1.4.3.3. Add button - displays the Camera Definition dialog. 

7.2.1.4.3.4. Delete button 

7.2.1.4.3.4.1. Removes the highlighted camera fit>m the system. 

7.2.1.4.3.4.2. A camera cannot be removed if it is shown on any Site Map. 

7.2.1.4.3.5. Edit button - displays tfae^amer a Dc fi n ition^dialog; 

7.2.1.4.3.6. OK button - saves changes and closes the dialog. 

7.2.1.4.3.7. Cancel button - discards changes and closes the dialog 

7.2.1.4.3.8. Camera Definition dialog 

The Camera Definition dialog is organized into three tabbed sections: Setup, 
IP and Control. 

7.2.1.4.3.8.1. Setup Section - contains the following components: 

7.2.1.4.3.8.1.1. MAC Address 

7.2.1.4.3.8.1.2. IP Address 

7.2.1.4.3.8.1.3. Friendly Name 

7.2.1.4.3.8.1.4. Archive High-Res video selection - if checked, SIF 
MPEG fiom the camera will be saved on the e- Watch 
Server. 

7.2.1.4.3.8.1.5. Archive Low-Res video selection - if checked, QSIF 
MPEG or Motipn JPEG firom the camera will be saved 
on the e-Watch Server. 

7.2.1.4.3.8.1.6. Archive JPEG selection - if checked, full-frame JPEG 
images from the camera will be saved on the e-Watch 
Server. 

7.2.1.4.3.8.1.7. External Device - Usts optional external devices 
supported by e-Watch 

7.2.1.4.3.8.1.8. OK button - saves changes and closes the dialog 

7.2.1.4.3.8.1.9. Cancel button - discards changes and closes the dialog 

7.2.1.4.3.8.2. IP Section - contains the following controls: 

7.2.1.4.3.8.2.1. Automatic or Fixed IP configuration selection 

7.2.1.4.3.8.2.2. JP Address (disabled if Auto) 
7.2.1.4.3.8.2.2.1. Changing the IP Address shaU cause all Monitor 

Stations cuirently viewing the video to switch to 
the new IP Address 

7.2.1.4.3.8.2.3. Subnet Mask (disabled if Auto) 
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7.2.1.4.3.8.2.4. Gateway (disabled if Auto) 

7.2.1.4.3.8.2.5. Automatic or Fixed e- Watch Server address selection 

7.2.1.4.3.8.2.6. e- Watch Server Address (disabled if Auto) 
7.2.1.4-3.8.2.7. Automatic or Fixed Tiine-To-Live selection 

7.2.1.4.3.8.2.8. Time-To-Uve (disa^^ 

7.2.1.4.3.8.2.9. Apply button - applies changes 

7.2.1.4.3.8.2.10. Reset button - restores initial values 

7.2.1.4.3.8.2.1 1. OK button - saves changes and closes the dialog. 

7.2.1.4.3.8.2.12. Cancel button - discards changes and closes the 
dialog. 

7;2rl-.4;3.8.3-. Gontrol Section - contains the following controls 

The Control Section is organized into four tabbed sections: Picture, 
Streams, JPEG, and Encoder 

7.2.1.4.3.8.3.1. Picture section - contains the foUovdng controls: 

7.2.1.4.3.8.3.1.1. Brightness 

7.2.1.4.3.8.3.1.2. Contrast 

7.2.1.4.3.8.3.1.3. Saturation 

7.2.1.4.3.8.3.1.4. Hue 

7.2.1.4.3.8.3.1.5. Apply button - appUes changes 

7.2.1.4.3.8.3.1.6. Reset button - restores initial values 

7.2.1.4.3.8.3.1.7. OK button - saves changes and closes the dialog. 

7.2.1.4.3.8.3.1.8. Cancel button - discards changes and closes the 
dialog. 

7.2.1.4.3.8.3.2. Streams section - contains the following controls: 
7.2.1.4.3.8.3.2.1. JPEG stream On or Off 

7.2,1. 4.3l8;3.2.2.li(W 

• ^ 1^ 
• 

^hs^l cai^^^^ iyiomtc^^^ 

viei^^ tb switch to the 

streiamtype 

7.2.1.4.3.8.3.2.3. Motion JPEG controls (hidden if QSIF selected) 

• Max bandwidth 

• Frame riaite 

7.2.1.4.3.8.3.2.4. Low Resolution stream On or Off 

7.2.1.4.3.8.3.2.5. High Resolution stream On or Off 

7.2.1.4.3.8.3.2.6. Apply button - applies changes 

7.2.1.4.3.8.3.2.7. Reset button - restores initial values 

7.2.1.4.3.8.3.2.8. OK button - saves changes and closes the dialog. 

7.2.1.4.3.8.3.2.9. Cancel button - discards changes and closes the 
dialog. 

7.2.1.4.3.8.3.3. JPEG section - contains the following controls 
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7.2;;1 A3«83.3;r; Image Ri%)luti0ii,:cM 
Full size 
SIF 
• QSIF 

7.2.1.4.3.8.3.3.2. Quality 

7.2.1.4.3.8.3.3.3. Image rate 

7.2.1.4.3.8.3.3.4. Motion Detect Sensitivity Threshold 

7.2.1.4.3.8.3.3.5. Motion Detect Sensitivity Percent Pixel Change 

7.2.1.4.3.8.3.3.6. Apply button - applies changes 

7.2.1.4.3.8.3.3.7. Reset button - restores initial values 

7.2.1.4.3.8.3.3.8. OK button - saves changes and closes the dialog. 
7:2:r.4.3.8:3:3:9: Cancel button~=~discards~changes-and"closestiie 

dialog. 

7.2.1.4.3.8.3.4. Encoder section - contains the following controls 

7.2.1.4.3.8.3.4.1. Video source (hidden if not applicable) 

7.2.1.4.3.8.3.4.2. Pan/Tih orientation (hidden if not applicable) 

7.2.1.4.3.8.3.4.3. Firmware version display 

7.2.1.4.3.8.3.4.4. Firmware download button - left click causes the 
camera to download firmware 

7.2.1.4.3.8.3.4.5. Reseit Encoder buttbn - left click causes the! 
cam^ to reset 

7.2.1.4.3.8.3.4.6. Apply button - ^plies changes 

7.2.1.4.3.8.3.4.7. Reset button - restores initial values 

7.2.1.4.3.8.3.4.8. OK button - saves changes and closes the dialog. 

7.2.1.4.3.8.3.4.9. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.4. 3"^ Party Devices (Define Devices) Dialog 

The 3"* Party Devices Dialog is available only with GateWatch installed. The 
dialog provides the interface for defining 3"^ party devices connected to the e- 
Watch system through the GateWatch interface. 

The 3"^ Party Devices Dialog is organized into three tabbed sections: Types, 
Sources, and Devices 

7.2.1.4.4.1. Types section - contains the following controls: 

7.2.1.4.4.1.1. Types list - lists all defined device types 

7.2.1.4.4.1.2. Add button - displays the Types dialog 

7.2.1.4.4.1.3. Edit button - displays the Types dialog 

7.2.1.4.4.1.4. Delete button - removes the highlighted type firom the 
system 

7.2.1.4.4.1.5. OK button - closes the dialog 

7.2.1.4.4.1.6. Types Dialog - contains the following controls 

7.2. 1 .4.4. 1 .6. 1 . Type name 

7.2.1.4.4.1.6.2. Continue button - saves changes and closes the dialog 
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7.2.1. 4.4. L6.3. Cancel button - discards changes and closes the dialog 

7.2.1.4.4.2. Sources section - contains the following controls: 

7.2.1.4.4.2.1. Sources list - lists all defined device sources 

7.2.1.4.4.2.2. Add button - displays the Sources dialog 

7.2.1.4.4.2.3. Edit button - displays the Sources dialog 

7.2.1.4.4.2.4. Delete button - removes the highlighted source firom the 
system 

7.2.1.4.4.2.5. OK button - closes the dialog 

7.2.1.4.4.2.6. Sources Dialog - contains the following controls 

7.2.1.4.4.2.6.1. Source name 

7.2.1.4.4.2.6.2. Continue button - saves changes and closes the dialog 
7.2 . l-.4.4;2;6;3 . Cancel button:- discards changes and closes the dialog" 

7.2.1.4.4.3. Devices section - contains the following controls: 

7.2.1.4.4.3.1. Devices list - displays the following data: 

7.2.1.4.4.3.1.1. Identifier 

7.2.1.4.4.3.1.2. Type 

7.2.1.4.4.3.1.3. Source 

7.2.1.4.4.3.2. Add button - displays the Devices dialog 

7.2.1.4.4.3.3. Edit button - displays the Devices dialog 

7.2.1.4.4.3.4. Delete button - removes the highlighted device firom the 
system 

7.2.1.4.4.3.5. OK button - closes the dialog 

7.2.1.4.4.3.6. Devices Dialog - contains the following controls 

7.2.1.4.4.3.6.1. Identifier 

7.2.1.4.4.3.6.2. Type list 

7.2.1.4.4.3.6.3. Source list 

7.2.1.4.4.3.6.4. Continue button - saves changes and closes the dialog 

7.2.1.4.4.3.6.5. Cancel button - discards changes and closes the dialog 

7.2.1.4.5. Ms^s Dialog 

The Maps Dialog provide the interface for defining Site Maps» and for adding 
icons representing other sites, cameras, or 3"* party devices. 

7.2.1.4.5.1. Map Select control 

7.2.1.4.5.1.1. Displays all defined maps 

7.2.1.4.5.1.2. Selecting a map causes the map to be loaded into the dialog 

7.2.1.4.5.2. Map ID - display only 

7.2.1.4.5.3. Map Name 

7.2.1.4.5.4. Image File URL - URL of map file on e-Watch Server 

7.2.1.4.5.5. Image width in pixels 

7.2.1.4.5.6. Image height in pixels 

7.2.1.4.5.7. Save button - left click saves changes 

7.2.1.4.5.8. Cancel button - left click restores initial values and settings 

7.2.1.4.5.9. New button - left click clears all values and settings 

7.2.1.4.5.10. Delete button - removes the map &om the system 
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7.2. 1 .4.5. 1 1 . OK button - closes the dialog 

7.2.1.4.5.12. Sites And WatchStations button - left click displays the Site and 

WatchStations dialog 

7.2.1.4.5.13. Map - displays the image 

7.2.1.4.5.13.1. Sites on the map are represented by target icons 

7.2. 1 .4.5. 1 3.2. 3"* party devices on the map are represented by door icons 

7.2. 1 .4.5. 1 3.3. Cameras on the map are represented by camera icons 

7.2.1.4.5.13.3.1. A camera icon may display a three-character 
alphanimieric map tag 

7.2.1.4.5.13.3.2. The direction of ttie camera icon represents the 
direction in which the camera is pointed 

7.2.1.4.5.13.4. A site, 3^ party device^ or camera may be Dragged front 

one of the object lists and Dropped onto the map to add 
the object to the map 

7.2.1.4.5.13.5. An icon on the m^ may be Dragged from the map and 

Dropped onto the map to reposition the icon 

7.2. 1 .4.5. 13.6. An icon on the map may be Dragged and Dropped off of 

the map to remove the icon from the map 

7.2.1.4.5.13.7. Dropping a camera onto the map displays the Map Tag 

dialog, which contains the following controls 

7.2.1.4.5.13.7.1. Map Tag - three-character alphanumeric tag 

7.2.1.4.5.13.7.2. Rotation buttons - left click causes the camera icon to 

rotate in the indicated direction 

7.2.1.4.5.13.7.3. OK button - left click closes the dialog 

7.2.1.4.5.14. Sites list 

7.2.1.4.5.14.1. Displays all defined sites 

7.2. 1 .4.5. 1 4.2. Sites may be Dragged fi:om the list and Dropped onto the 
map 

7.2.1.4.5.15. Devices list 

7.2.1.4.5.15.1. Displays all defined devices 

7.2. 1 .4.5. 1 5.2. Devices may be Dragged &om the list and Dropped onto 
the map 

7.2.1.4.5.16. Cameras list 

7.2.1.4.5.16.1. Displays all defined cameras 

7.2.1.4.5.16.2. Cameras may be Dragged from the list and Dropped onto 
the map 

7.2.1.4.6. Sites And WatchStations Dialog 

The Sites And WatchStations Dialog provides the interface for defining e- Watch 
Sites, and for defining named WatchStations. Named WatchStations may have 
multiple secondary screens. 

The Sites And WatchStations Dialog is organized into two tabbed sections, Sites 
and WatchStations 
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7.2.1.4.6.1. Sites section - contains the following controls 

7.2.1.4.6.1.1. Site select control 

7.2.1.4.6.1.1.1. Displays all defines sites 

7.2.1.4.6.1.1.2. Selecting a site causes the site to be loaded into the 
dialog 

7.2.1.4.6.1.2. Site name 

7.2.1.4.6.1.3. Maps list - displays maps included in the site 

7.2.1.4.6.1.4. Available Maps list - displays defined maps not included in 
die site 

7.2.1.4.6.1.5. Add Map button - transfers the map highlighted in the 
Available Maps hst fix>m the Available Maps list to the 

M^>s^listi~&tts adding the-m^ta the site* 

7.2. 1 .4.6. 1 .6. Remove M^ button - transfers the map highUghted in the 
Maps list &om the M^s list to the Available Maps list, tiius 
removing the m^ fiom the site. 

7.2.1.4.6.1.7. Add button - Clears all values and settings 

7.2.1.4.6.1.8. Update button - applies changes 

7.2.1.4.6.1.9. Cancel button - discards changes 

7.2.1.4.6.1.10. Delete button - removes the site form fee system 

7.2. 1 .4.6. 1.11. OK button - closes the dialog 

7.2.1.4.6.2. WatchStations section - contains the following controls 

7.2. 1 .4.6.2. 1 . WatchStation select control 

7.2.1.4.6.2.1.1. Displays all defines WatchStations 

7.2.1.4.6.2.1.2. Selecting a WatchStation causes the WatchStation to 
be loaded into the dialog 

7.2.1.4.6.2.2. WatchStation name 

7.2.1.4.6.2.3. WatchStation IP address 

7.2.1.4.6.2.4. Secondary Addresses hst - displays the IP addresses of all 
secondary screens 

7.2.1.4.6.2.5. Add button - Clears all values and settings 

7.2.1.4.6.2.6. Update button - applies changes 

7.2.1.4.6.2.7. Cancel button - discards changes 

7.2.1.4.6.2.8. Delete button - removes the site form the system 

7.2.1.4.6.2.9. OK button - closes the dialog 

7.2.1.4.7. Users Dialog 

The Users Dialog provides the interface for defining e- Watch system users. The 
Users Dialog contains the following components: 

7.2.1.4.7.1. User select control 

7.2.1.4.7.1.1. Displays all defined users 

7.2. 1 .4.7. 1 .2. Selecting a user causes tiie user to be loaded into the dialog 

7.2.1.4.7.2. User ID 

7.2.1.4.7.3. Password 

7.2.1.4.7.4. User Name 
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7.2.1.4.7.5. Authority select control, offer the choice of: 

7.2.1.4.7.5.1. User 

7.2.1.4.7.5.2. Investigator 

7.2.1.4.7.5.3. Administrator 

7.2. 1.4.7.6. Save button - saves changes 

7.2.1.4.7.7. Cancel button - discards changes 

7.2.1.4.7.8. New button - clears all values and settings 

7.2.1.4.7.9. Delete button - removes the user fi:om the system 

7.2.1.4.7.10. OK button - closes the dialog 

7.2.1.4.8. List Cameras Dialog 



The List Cameras Dialog lists the cameras from all sites currently loaded into the 
WatchStation, and provides a convenient way to Drag a camera into a Video 
Pane. The List Cameras Dialog contains the following controls: 

7.2. 1.4.8. 1 . Find button and textbox - used to find a camera in the camera list, 
as follows: 

7.2. 1 .4.8. 1 . 1 . Enter a text string in the textbox. 

7.2.1.4.8.1.2. CUck the Find button 

7.2.1.4.8.1.3. The camera names in the camera list are searched for a 
match to the text in the textbox 

7.2.1.4.8.1.4. The search starts with the first camera after the currently 
highlighted camera, if any 

7.2. 1 .4.8. 1 .5. If a match is found, the camera name is highlighted 

7.2.1.4.8.2. Site select control 

7.2.1.4.8.2.1. Displa)^ all sites currently loaded into the WatchStation. 

7.2.1.4.8.2.2. Selecting a site limits the camera list to cameras in the 
selected site. 

7.2.1.4.8.3. Camera list 

7.2.1.4.8.3.1. Lists all cameras in the selected site. 

7.2.1.4.8.3.2. Cameras can be Dragged from the camera Ust, and dropped 
into a Video Pane. 

7.2.1.4.9. List Zones Dialog 

The List Zones Dialog lists all of the zones defined in the e- Watch system, and 
provides a convenient way to Drag a zone into a Video Pane. The List Zones 
Dialog contains the following controls: 

7.2.1.4.9.1. Zone list 

7.2.1.4.9.1.1. Lists all zones 

7.2.1.4.9.1.2. Right click displays a list of cameras in the zone 

7.2.1.4.9.1.3. Zones can be Dragged firom the zone list, and dropped into a 
Video Pane. , 
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7.2.1 AlO. Camera Report Dialog 

The Camera Report Dialog produces the online Camera Report. The Camera 
Report can be produced on demand, and can also be scheduled for later execution 
or for periodic execution. 

7.2.1.4.10.1. Camera Report Setup - contains the following controls: 

7.2. 1 .4. 1 0. 1 . 1 . From Date and Time 

7.2.1.4.10.1.2. Through Date and Time 

7.2.1.4.10.1.3. Camera Ust 

- " 7.2. 1 .4. 10, t.3. It. Lists idl available cam^^ - 

7.2.1.4.10.1.3.2. Left double-click selects or de-selects a camera 

7.2.1.4.10.1.4. Select All button - selects all cameras 

7.2.1.4.10.1.5. Run button - left click displays the Camera Report Result 
Dialog 

7.2.1.4.10.1.6. Schedule button 

7.2.1.4.10.1.6.1. Displays the Camera Report Schedule Dialog 

7.2.1.4.10.1.6.2. Available only on named WatchStations 

7.2.1.4.10.1.7. Exit button - closes the dialog 

7.2.1.4.10.2. Camera Report Schedule Dialog 

7.2.1.4.10.2.1. Activate tab - contains the following controls 

7.2.1.4.10.2.1.1. Active/Liactive selection 

7.2.1.4.10.2.1.2. Continue button - left click saves changes and closes 
the dialog 

7.2.1.4.10.2.1.3. Cancel button - discards changes and closes the 

dialog 

7.2.1.4.10.2.2. Time tab - contains tiie following controls 

7.2.1.4.10.2.2.1. From date and time 

7.2.1.4.10.2.2.2. Through date and time 

7.2.1.4.10.2.2.3. Continue button - left click saves changes and closes 
the dialog 

7.2.1.4.10.2.2.4. Cancel button - discards changes and closes the 

dialog 

7.2.1.4.10.2.3. Frequency tab - contains the following controls 

7.2.1.4.10.2.3.1. Frequency selection, choice of: 

7.2.1.4.10.2.3.1.1. Once 

7.2.1.4.10.2.3.1.2. Daily 

7.2.1.4.10.2.3.1.3. Weekly 

7.2.1.4.10.2.3.2. Run date and time, for Once selection 

7.2.1.4.10.2.3.3. Run time, for Daily selection 

7.2.1.4.10.2.3.4. Day of week and time, for Weekly selection 

7.2.1.4.10.2.3.5. Continue button - left chck saves changes and closes 
the dialog 
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7.2. L4. 10.2.3.6. Cancel button - discards changes and closes the 
dialog 

7.2.1.4.10.3. Camera Report Result Dialog 

7.2.1.4.10.3.1. Setup button - re-displays the Camera Report Setup Dialog 

7.2.1.4.10.3.2. Exit - closes all Camera Report Dialogs 

7.2.1.4.10.3.3. From date and time - display only 

7.2.1.4.10.3.4. To date and time - display only 

7.2.1.4.10.3.5. Report line - displays the following data 
7.2.1.4.10.3.5.1. Camera name 

7;27lT47l:0;3;5.-2;-Activify-ieons- - - - 

7.2.1.4.10.3.5.2.1. Black disk represents no activity 

7.2.1.4.10.3.5.2.2. Blue disk represents low activity 

7.2.1.4.10.3.5.2.3. Red disk represents high activity 

7.2.1.4.10.3.5.2.4. Hovering the mouse over the icon displays the 

From date and time, and To date and time, 
represented by the icon 

7.2.1.4.10.3.5.2.5. Left click on a blue or red icon displays the 

Camera Report Detail dialog 

7.2.1.4.10.3.5.3. Status 

7.2.1.4.10.3.5.3.1. Running 

7.2.1.4.10.3.5.3.2. Complete 

7.2.1.4.10.4. Camera Report Detail Dialog 

7.2. 1 .4. 1 0.4. 1 . Time tab - contains the following controls: 

7.2. 1 .4. 1 0.4. 1.1. From date and time - display only 

7.2.1.4.10.4.1.2. To date and time - display only 

7.2.1.4.10.4.1.3. Exit button - Left click closes the dialog 

7.2.1.4.10.4.2. Stats tab - contains the following controls: 

7.2.1.4.10.4.2.1. Number of images 

7.2.1.4.10.4.2.2. Average number of images 

7.2.1.4.10.4.2.3. Exit button - Left click closes the dialog 

7.2.1.4.10.4.3. View tab - contains the following controls 

7.2.1.4.10.4.3.1. Report button - Left click displays the Spot Report 

Dialog 

7.2.1.4.10.4.3.2. bnages button - Left click switches the WatchStation 
to Browse Mode, and loads the detail From date and 
time. To date and time, and camera into the 
WatchStation for review. 

7.2.1.4.10.4.3.3. Exit button - Left click closes the dialog 

7.2.1 .4. 1 1 . GateWatch Standard Report Dialog 



e- Watch Confidential 



37 



Page 27 Of 39 



e- Watch Site Watch Version 2.4 PRS-0055-001 B 

Product Requirement Specification (PES) 3:16 PM 02/1 1/03 

The GateWatoh Standard Report presents information soit &om a 3"* party 
security system to the e-Watch system through the GateWatch interface. 

7.2.1. 4. 11. 1. GateWatch Standard Report Setup Dialog - contains the 
following components: 

7.2. 1 .4. 1 1 . 1 . 1 . From date and time 

7.2. 1 .4. 1 1 . 1 .2. Through date and time 

7.2. 1 .4. 1 1 . 1 .3. GateWatch source list 

7.2. 1 .4. 1 1 . 1 .3. 1 . Displays all defined GateWatch sources 

7.2. 1 .4. 1 1 . 1 .3.2. Left double-click selects or de-selects a source 

7.2. 1 .4. 1 1 . 1 .3.3. Multiple sources may be selected 

7.2.1.4;1 1.1.4. Run button - leftclick displays the GateWatch Report 

Result dialog 
7.2. 1 .4. 1 1 . 1 .5. Exit button - closes the dialog 

7.2.1.4.1 1.2. GateWatch Standard Report Result Dialog - contains the 

following coiEq)onents: 

7.2.1.4.1 1.2.1. Setup button - left click re-displays the GateWatch 

Standard Rq)ort Setup Dialog. 

7.2.1.4. 1 1.2.2. Exit button - left click closes the dialog. 

7.2.1.4.11.2.3. Detail lines 

7.2.1.4.11.2.3.1. Left cUck on a column sorts the detail lines by the 
values in that column 

7.2. 1 .4. 1 1 .2.3.2. Left click on a value filters the detail lines by that 
value 

7.2.1.4.11.2.3.3. Detail lines diqjlay the following data: 

7.2.1.4.11.2.3.3.1. Event source 

7.2. 1.4.1 1 .2.3.3.2. Event date and time 

7.2.1.4.1 1.2.3.3.3. Event detail data 

7.2.1.4.12. GateWatch Custom Settq) Dialog 

If the GateWatch Custom module is installed, the data fields within flie 
information sent firom a 3"* party security system to the e-Watch system, through 
the GateWatch inter&ce, can be identified and reported as separate data items. 

7.2.1.4.12.1. Field detail Une - displays the following data: 

7.2.1.4.12.1.1. GateWatch source 

7.2.1.4.12.1.2. Report sequence number 

7.2.1.4.12.1.3. Fieldname 

7.2. 1 .4. 1 2. 1 .4. Field start position 

7.2. 1 .4. 12. 1 .5. Field end position 

7.2.1.4.12.1.6. Device indicator (only one per source) 

7.2. 1 .4. 12.2. Add button - left click displays the Add Field dialog 

7.2.1.4.12.3. Edit button - left click displays the Edit Field dialog 

7.2.1.4.12.4. Delete button - removes the field detail line Scorn the system 

7.2.1.4.12.5. OK button - closes the dialog 
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7.2.1.4.12.6. Add Field/Edit Field dialogs - contain the following components 

7.2.1.4.12.6.1. GateWatch source select list 

7.2.1.4.12.6.2. Sequence number 

7.2.1.4.12.6.3. Name 

7.2.1.4.12.6.4. Start 

7.2.1.4.12.6.5. End 

7.2.1.4.12.6.6. Device ID checkbox 

7.2.1.4.12.6.7. Continue button - left click saves changes and closes the 

dialog. 

7.2.1.4.12.6.8. Cancel button - left click discards changes and closes the 

dialog. 



7.2.1.4.13. GateWatch Custom Report Dialog 

The GateWatch Custom Report presents information sent from a 3"^ party 
security system to the e- Watch system through the GateWatch interface. 

7.2.1.4.13.1. GateWatch Custom Report Setup Dialog - contains the following 

components: 

7.2.1.4.13.1.1. From date and time 

7.2.1.4.13.1.2. Through date and tune 

7.2.1.4.13.1.3. GateWatch source list 

7.2.1.4.13.1.3.1. Displays all defined GateWatch sources 

7.2.1.4.13.1.3.2. Left double-chck selects or de-selects a source 

7.2.1.4.13.1.3.3. Only one source may be selected per report 

7.2.1.4.13.1.4. Run button - left click displays &e GateWatch Report 

Result dialog 

7.2.1.4.13.1.5. Exit button - closes the dialog 

7.2.1.4.13.2. GateWatch Custom Report Result Dialog - contains the 

following components: 

7.2.1.4.13.2.1. Setup button - left click re-displays the GateWatch Custom 
Report Setup Dialog. 

7.2.1.4.13.2.2. Exit button - left click closes the dialog. 

7.2.1.4.13.2.3. Detail lines 

7.2.1.4.13.2.3.1. Left click on a column sorts the detail lines by the 

values in that column 

7.2.1.4.13.2.3.2. Left click on a value filters the detail lines by that 
value 

7.2.1.4.13.2.3.3. Right click on a value displays the GateWatch Event 
Details dialog 

7.2.1.4.13.2.3.4. Detail lines display the following data: 

7.2.1.4.13.2.3.4.1. Event source 

7.2.1.4.13.2.3.4.2. Event date and time 

7.2.1.4.13.2.3.4.3. Event detail data as defined in the GateWatch 

Custom Setup Dialog for the selected source 

7.2.1.4.13.3. the GateWatch Event Details Dialog 
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7.2.1.4.13.3.1. Detail data fields, as defined in the GateWatch Custom 

Setup Dialog for the selected source 

7.2.1.4.13.3.2. Show Video - left click causes the following behavior: 

7.2.1.4.13.3.2.1. Switches the WatchStation to Browse Mode. 

7.2.1.4.13.3.2.2. Reconfigures the Video Window to four Video Panes. 

7.2.1.4.13.3.2.3. Displays the images finm the four cameras closest to 

the device in the Video Panes. 

7.2.1.4.13.3.2.4. Displays the GateWatch Event Details dialog 

7.2.1.4.13.3.3. Exit - left click closes the dialog 

7.2.1.4.14. Camera Control Dialog 



The Camera Control Dialog is di^layed in the center of the Control Window. It 
contains components used to control fbe selected camera. The components 
available depends on what type of camera or encoder is selected. 

7.2.1.4.14.1. Busy indicator - provides a visual indication of the status of the 

connection to the e- Watch camera or encoder 

7.2. 1 .4. 1 4. 1 . 1 , Green color indicates ready for command 

7.2.1.4.14.1.2. Yellow color indicated busy executing command 

7.2.1.4.14.2. Standard Controls - the following controls are available for all e- 
Watch cameras and encoders: 

7.2.1.4.14.2.1. Brightness SUdebar 

7.2.1.4.14.2.2. Contrast SUdebar 

7.2.1.4.14.2.3. Saturation SUdebar 

7.2.1.4.14.2.4. Hue Slidebar 

7.2.1.4.14.3. Sony FCB-EX48 Controls - the following additional controls are 

available for e- Watch cameras equipped with a Sony FCB- 
EX48 camera: 

7.2.1.4.14.3.1. Zoom SUdebar 

7.2.1.4.14.3.2. Auto Focus Button 

7.2.1.4.14.3.3. Focus SUdebar 

7.2.1.4.14.3.4. Auto his Button 

7.2.1.4.14.3.5. his SUdebar 

7.2.1.4.14.3.6. Auto Gain Button 

7.2.1.4.14.3.7. Gain SUdebar 

7.2.1.4.14.3.8. Auto Shutter Button 

7.2.1.4.14.3.9. Shutter SUdebar 

7.2.1.4.14.3.10. Aperture SUdebar 

7.2. 1 .4. 1 4.3. 1 1 . BackUght Button 

7.2.1.4.14.4. Sony FCB-EX48 Low Ught Controls - the following additional 
controls are available for e-Watch cameras equipped with a 
Sony FCB-EX48 camera with the IR Cut Filter: 

7.2. 1 .4. 14.4. 1 . Low Light Button - toggles camera between normal and 
low-Ught operating mode 
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7.2.1.4.14.5. Pan/Tilt Controls - The following additional controls are 

available for e- Watch cameras or encoders connected to a 
Pan/Tilt mechanism: 
7.2.1.4.14.5.1. Pan/Tilt Control 

7.2.1.4.14.6. Pelco Spectra n Controls - The following additional controls are 

available for e- Watch encoders connected to a Pelco Spectra n 
Dome Camera: 

7.2.1.4.14.6.1. Zoom In Button 

7.2.1.4.14.6.2. Zoom Out Button 

7.2.1.4.14.6.3. Zero Pan Button 

7.2.1.4.14.6.4. Flip Button 

7r2.4 .4. 14767SrReset-Gaffiera Button — ^ — — 

7.2.1.4.14.6.6. Auto Focus On Button 

7.2.1.4.14.6.7. Auto Focus Off Button 

7.2.1.4.14.6.8. Focus Near Button 

7.2.1.4.14.6.9. Focus Far Button 

7.2.1.4.14.6.10. Backlight Compensation On Button 

7.2.1.4.14.6.11. Backlight Compensation Off Button 

7.2.1.4.14.6.12. Preset Buttons (20) 

7,2.1.4.14.6.12.1. Left click causes camera to go to preset position 
7.2.1.4.14.6.12-2. Right click displays a menu dialog with the 
following options 

7.2.1.4.14.6.12.2.1. Set Preset - Sets the preset to the current 
position 

7.2.1.4.14.6.12.2.2. Go To Preset - Causes the camera to go to the 
preset position 

7.2.1.4.14.6.13. Zoom Speed Selection Buttons (4) 

7.2.1.4.14.6.14. Focus Speed Selection Buttons (4) 

7.2.1.4.14.6.15. Pattern Control Buttons 

7.2.1.4.14.6.15.1. Start - Starts recording the pattern 

7.2.1.4.14.6.15.2. Stop - Stops recording or nmning the pattern 

7.2.1.4.14.6.15.3. Run - Runs the pattem 

7.2.1.4.14.7. Close Button - closes the dialog 

7.2. 1 .4. 1 5. Logon Dialog 

The Logon Dialog presents an interface for logging on as a different user, and to 
permit the current user to change the password. 

7.2.1.4.15.1. Logon Tab - contains the following controls: 

7.2. 1 .4. 1 5. 1 . 1 . User - User ID for logon 

7.2.1.4.15.1.2. Password: Password for logon 

7.2.1.4.15.1.3. Load last settings checkbox 

7.2.1.4.15.1.4. Continue Button - left click performs the logon and closes 
the dialog 

7.2.1.4.15.1.5. Cancel Button - left click closes the dialog 
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7.2.1.4.15.2. Password Tab - contains the following controls: 

7.2.1.4.15.2.1. Current password 

7.2.1.4.15.2.2. New password 

7.2.1.4.15.2.3. New password confirmation 

7.2.1.4.15.2.4. Continue Button - left click changes the password and 

closes the dialog 

7.2.1.4.15.2.5. Cancel Button - left click closes the dialog 

7.2.1.4.16. Sites Dialog 

The Sites Dialog provides an interface for loading sites into the WatchStation. 



7.2.1.4.16.1. Sites List - Displays the names of all sites defined on the local e- 

Watch Server 

7.2.1.4.16.2. Clear Current Settings Button 

7.2.1.4.16.2.1. If checked, all current sites and video streams are unloaded 
fix>m Ae WatchStation before loading the selected site. 

7.2.1.4.16.2.2. If unchecked, current sites and video streams are retained 
when loading the selected site, and the selected site is 
appended to the end of the Site Selection control in the 
Map Window. 

7.2.1.4.16.3. Load Button - Left click loads the selected site and closes the 
dialog. 

7.2.1.4.16.4. Cancel Button - left click closes the dialog. 
7.2.1.4.17. Presets Dialog 

The Presets Dialog provides an interface for saving and restoring WatchStation 
user interface settings. 

7.2. 1 .4. 1 7. 1 . Save Tab - contains the following controls: 

7.2. 1 .4. 1 7. 1 . 1 . Preset name 

7.2.1.4.17.1.2. OK Button - Left click saves the current WatchStation user 

interface settings and closes the dialog. 

7.2.1.4.17.1.3. Cancel Button - Left click closes the dialog. 

7.2.1.4.17.2. Load Tab - contains the following controls: 

7.2.1.4.17.2.1. Preset list - displays the names of all saves presets. 

7.2.1.4.17.2.2. OK Button - Left click loads selected preset and closes the 

dialog. 

7.2.1.4.17.2.3. Cancel Button - Left click closes the dialog. 

7.2. 1 .4. 1 7.2.4. Delete Button - Left click removes the selected preset from 

thr system and closes the dialog. 

7.2.2. Browse Mode 
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Browse Mode provides the interface for reviewing images that have been stored on the e- 
Watch Server. Browse mode can be entered by clicking the Browse button in the Control 
Window, and by clicking the View Images buttons in several Live Mode dialogs. 

7.2.2.1. Map Window - The Map Window in Browse Mode provide the same 
functions as the M^ Window in Live mode, except that the context menus 
are disabled. 

7.2.2.2. Video Window - The Video Window in Browse Mode provide the same 
functions as the Video Window m Live mode, except that: 

7.2.2.2.1. The context menus are disabled. 

7.2.2.2.2. The Video Panes display stored images rather than real-time images. 
7 2,2-3 . Control Window— The^^ontrol Window contains the following-controls: 

7.2.2.3.1. Live button - switches the WatchStation to Live Mode. 

7.2.2.3.2. Browse button - does nothing in Browse Mode. 

7.2.2.3.3. T-1 Hour button - left click sets the Start and End date/time controls: 

7.2.2.3.3.1. Start control is set to current date and time less 1 hour. 

7.2.2.3.3.2. End control is set to current date and time. 

7.2.2.3.4. JPEG button - left click causes stored JPEG images to be displayed. 

7.2.2.3.5. MPEG button - left click causes stored MPEG videos to be displayed. 

7.2.2.3.5.1. The highest resolution MPEG available shall be displayed 

7.2.2.3.5.2. Motion iPEG shall be displayed m MI>EG m^ 
video is ayailable 

7.2.2.3.5.3. JPEGs shaUl be displa)^ in MPEQ^i- Motion 
JPEG video is ayailabi| 

7.2.2.3.6. Time button - left click causes image playback to proceed in time 
sequence. 

7.2.2.3.7. Image button - left cUck causes time periods during which there is no 
motion detected to be skipped during replay. 

7.2.2.3.8. Prev button - left click causes replay to be stepped backward to the 
previous recorded image. 

7.2.2.3.9. Play button - left click starts image playback. 

7.2.2.3. 10. Next button - left click causes replay to be stepped forward to the next 
recorded image. 

7.2.2.3. 1 1 . Start date/time control - displays or sets the replay start date and time. 

7.2.2.3. 12. Curr date/time control - displays the current replay date and time. 

7.2.2.3. 13. End date/time control - displays or sets the replay end date and time. 

7.2.2.3.14. Replay slidebar 

7.2.2.3.14.1. Left arrow - left click causes replay to be stepped backward to 
the previous recorded image. 

7.2.2.3.14.2. Right arrow - left click causes replay to be stepped forward to the 
next recorded image. 

7.2.2.3.14.3. Left click on sUdebar causes the current replay date and time to 
be set to the date and time represented by that position on the 
slidebar. 

7.2.2.3.14.4. SUder 
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7.2.2.3.14.4.1. Advances along the slidebar during replay to represent the 
current replay date and time. 

7.2.2.3.14.4.2. Can be Dragged to a new position on the slidebar, which 
causes the current replay date and time to be set to the date 
and time rq)resented by that position on tiie slidebar. 

7.2.2.3. 15. Replay Speed slidebar (JPEG replay only) 

7.2.2.3.15.1. Left arrow - left click causes replay to be slower. 

7.2.2.3.15.2. Right arrow - left click causes replay to be faster. 

7.2.2.3.15.3. Slider - Can be Dragged to a new position on the slidebar to 

change the replay speed to the speed represented by that 
position on the slidebar. 

- 7.2.2.:^, 16. Video Size (MPEG replay only)— 

7.2.2.3.16.1. Ix - Video is displayed in original size, or as large as the Video 

Panes will allow, whichever is smaller. 
7.2.2.3.16.2. 2x - Video is displayed in double original size, or as large as the 

Video Panes will allow, whichever is smaller. 
7.2.2.3.16.3. Full - Video is displayed as large as the Video Panes will allow. 
7.2.2.3.17. Region Of Interest (ROI) Filter checkbox 

7.2.2.3.17.1. If unchecked, ROI filter is deactivated. 

7.2.2.3.17.2. If checked, ROI filter is activated. 

7.2.2.3.17.2.1. ROI selection mask can be drawn on any Video Pane by 
Clicking or Dragging the mouse. 

7.2.2.3.17.2.2. Replay will be limited to time periods during which motion 
is detected within unmasked regions. 

7.2.3. Permissions 

7.2.3. 1. User permissions are determined by the authority level assigned to the user 
currently logged on. 

7.2.3.2. User level permits: 

7.2.3.2.1. Configuring the Map Window, Video Window and secondary screens 

7.2.3.2.2. Viewing real-time video streams. 

7.2.3.2.3. Operating camera controls. 

7.2.3.3. Investigator level permits: 

7.2.3.3.1. All User level permissions. 

7.2.3.3.2. Using Browse Mode. 

7.2.3.4. Administrator level permits: 

7.2.3.4.1. All Investigator permissions. 

7.2.3.4.2. Using setup dialogs. 

7.2.4. Popup Alerts 

Popup Alert windows may appear on the WatchStation to report a camera or device 
Alarm, or to report a problem detected by the e- Watch Server. Other popup messages 
may be displayed firom time to time to provide the operator with information about the 
status of the WatchStation. 
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7.2.4.1. The WatchStetion shaU display up to ten pojpiip \^ 

7.2.4.2. If ten popup windows are currently (Usplay^ and anoti^ alert is receivedi 
the oldest popup window shall be closed beibre tibie iiew alert is displayed. 

7.2.4.3. Popup Alarms display the following components: 

7.2.4.3.1. Alert type description 

7.2.4.3.2. Alert source 

7.2.4.3.3. Alert date and time 

7.2.4.3.4. Remove button (unable to ping camera only) - left click causes the 
camera to be removed fi*om the system's camera monitor queue; the 
camera will not be checked again until it reconnects to the e-Watch 

ServeFr 

7.2.4.3.5. Close button - closes the dialog 

7.2.5. e- Watch Help 

7.2.5. 1. Displays the e- Watch online documentation. 

7.2.5.2. e- Watch Help can be displayed by: 

7.2.5.2. 1 . Left clicking the Help button in the Control Window 

7.2.5.2.2. Pressing the F2 key 

7.2.5.3. e-Watch Help shall be a compiled HTML file 

7.2.6. Filter Installation Dialog 

7.2.6.1. The WatchStation detects the current version of the filter program installed 
on the WatchStation computer, and the current version available from a e- 
Watch. 

7.2.6.2. If the current version available &om e- Watch is newer that the version 
installed on the WatchStation computer, a dialog is displayed to offer the 
opportunity to download and install the newer version. 

7.2.6.3. The filter download dialog can also be displayed by pressing the F4 key. 

7.2.6.4. If the filter server cannot be located, it sliaU be ppssit)le to disable au^ 
filter detection (for users behind firewdl^^^^^ 

7.2.6.5. If filter detection is dis^il^ed; press F4 iii the Monitoir Stotiori window shall 
reactivate automatic filter ^^^^ 

8. SECONDARY SCREENS 

Secondary screens extend the number of video panes that can be viewed by a WatchStation. The 
secondary screens are controlled from the primary screen. 

8.1. No direct user interaction with secondary screens shall be possible or necessary 

8.2. All display requirements of the WatchStation Video Window described above shall 
apply to secondary screens 

8.3. Secondary screens shall automatically detect the installed filter versions 

8.4. Secondary screens shall automatically download newer filter versions 
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9. e-WATCH WATCHBOOK 

The e- Watch WatchBook is a specialized WatchStation that is specifically designed for wireless 
portability. The e- Watch WatchBook is started from Microsoft Internet Explorer by entering a 
special URL in the address window. The e- Watch WatchBook software is organized as a Logon 
Screen and a Monitor Screen. 

The Logon Screen is presented first. If a user successftilly logs on, the Monitor Screen is 
presented. 

9:1. Logon Screm - - — 

9.1.1. The URL points to logon.asp?statiion-mobile 

9.1.2. The following interface controls are presented: 

9.1.2.1. User ID textbox 

9.1.2.2. Password textbox 

9.1.2.3. Logon button 

9. 1 .3. Pressing the Enter key is equivalent to clicking the Logon button 

9.2. Monitor Screen 

The monitor screen provides all of the user interface controls required to operate the 
WatchBook. The screen is organized as two windows. The Control Window is positioned 
on the left site of the Monitor Screen and displays operating controls. The Video Window is 
positioned on the right site of the Monitor Screen and displays images. 

The Monitor Screen operates in two distinct modes. Live Mode and Browse Mode. Live 
Mode is used to view real-tune images. Browse Mode is used to retrieve and view images 
stored on the e- Watch Server. 

A computer pointing device is used extensively to interact with the WatchBook. The 
description of the WatchStation refers to the following pointing device actions: 

Left Click - one click with the left pointing device button 

Left Double-Click - two cUcks with the left pointing device button in rapid succession 
Right CUck - one cUck with the right pointing device button 
Drag - pressing and holding the left pointing device button, then moving the cursor 
Drop - releasing the left pointing device button aft^ performing a Drag 

9.2.1. Live Mode 

Live Mode provides the interface for viewing camera video ia real time and for 
controlling cameras. 

9.2.1.1. Live button - does nothing in live mode 
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9.2.1.2. Browse button - switches WatchBook to Browse Mode 

9.2.1.3. Site select control 

9.2.1.3.1. Displays the names of all sites 

9.2.1.3.2. Selected a site from the Site select control causes the cameras in the 
selected site to be displayed in the camera list. 

9.2.1.4. Camera List 

9.2.1.4.1. Displays the names of ail cameras in the selected site. 

9.2.1 .4.2. Left double-click on a camera name causes the video &om that camera 
to be displayed in the Video Window. 

9.2.1.4.3. Alarmed cameras are hig^ghted in red. 

9.2.1.5. Zoom To Alarm Checkbox 

9:2A^.-W hen imche ekedpyeceipt n£ai^al£>^wil^^ W^^tchPno k t O 

perform Zoom-To-Alann behavior 
9.2.1.5.2. When checked, a receipt of an alert will cause the WatchBook to 
display the video firom the alarmed camera in the Video Window 

9.2.1.6. QSF Button - Left click causes the following: 

9.2.1.6.1. QSIF button gains an inset appearance 

9.2.1.6.2. SIF button gains an outset appearance 

9.2.1.6.3. QSIF video is displayed in the Video Window 

9.2. 1.7. SIF Button - Left click causes the following: 

9.2.1.7.1. SIF button gains an inset appearance 

9.2.1.7.2. QSIF button gains an outset appearance 

9.2.1.7.3. SIF video is displayed in the Video Window 

9.2.1.8. Battery Life Message - Displays current battery life 

9.2.1.9. Start Button - Left click causes video from the camera selected in the camera 
list to be displayed in the Video Window 

9.2. 1.10. Stop Button - Left click causes video to stop, and to be removed fiom the 
Video Window 

9.2.1.1 1. Show Maps Button - Left click displays the WatchBook Maps dialog 

9.2.1.12. Controls Button - Left click displays the WatchBook Camera Control 
Dialog 

9.2. 1.13. Signal Meter - provides a visual indication of the amount of data stored in 
the WatchBook's data buffer 

9.2.1.14. WatchBook Maps Dialog 

9.2.1.14.1. Displayed as a floating window initially positioned over the Control 
Window 

9.2.1.14.2. Map Select control 

9.2. 1 .14.2. 1 . Displays all maps for the selected site 

9.2.1.14.2.2. Selecting a map causes the map image to be displayed in the 
dialog 

9.2.1.14.3. Displays any nimiber of object icons. 

9.2.1.14.3.1. Hovering the mouse over an object icon displays the name of the 
object. 

9.2.1.14.3.2. Each icon represents one of the following types of object: 
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9.2.1.14.3.2.1. e-Watch site 

9.2. 1 .14.3.2. 1.1. Represented by a target icon 

9.2.1.14.3.2.2. e- Watch camera 

9.2.1.14.3.2.2.1. Represented by a camera icon 

9.2.1.14.3.2.2.2. Icon is normally blue 

9.2.1.14.3.2.2.3. Icon blinks red when camera is alarmed 

9.2.1.14.3.2.2.4. The direction of the camera icon represents the 
direction in which the camera is pointed 

9.2.1.14.3.2.2.5. Left double-click causes the video stream firom the 
camera to be displayed in the Video Window 

9.2.1.14.3.2.3. Third-party device 

9.2 rt.l4; 3;2^1.-l-. Represented by a door icon- - 

9.2. 1 . 14.3.2.3. 1 . 1 . Icon is normally blue 

9.2.1.14.3.2.3.1.2. Icon bUnks red when device is alarmed 

9.2.1.15. WatchBook Camera Control Dialog - available for cameras with a Pan/Tilt 
option 

9.2.1.15.1. Standard Controls 
9.2.1.15.1.1. Pan/Tilt Control 

9.2.1.15.2. Sony FCB-EX48 Controls - the following additional controls are 
available for e- Watch cameras equipped with a Sony FCB-EX48 camera: 

9.2.1.15.2.1. Zoom Slidebar 

9.2.1.15.2.2. Auto Focus Button 

9.2.1.15.2.3. Focus Slidebar 

9.2.1.15.3. Pelco Spectra U Controls - The following additional contix>ls are 
available for e-Watch encoders connected to a Pelco Spectra U Dome 
Camera: 

9.2.1.15.3.1. Zoom In Button 

9.2.1.15.3.2. Zoom Out Button 

9.2.1.15.3.3. Preset Buttons (20) 

9.2.1.15.3.3.1. Left click causes camera to go to preset position 

9.2.1.15.3.3.2. Right click displays a menu dialog with the following 
options 

9.2.1.15.3.3.2.1. Set Preset - Sets the preset to the current position 

9.2.1.15.3.3.2.2. Go To Preset - Causes the camera to go to the preset 
position 

9.2.1.15.3.4. Zero Preset Button 

9.2.2. Browse Mode 

9.2.2.1. Live Button - switches WatchBook to live Mode 

9.2.2.2. Browse Button - does nothing in Browse Mode 

9.2.2.3. T-1 Hour button - left chck sets the Start and End date/time controls: 

9.2.2.3.1. Start control is set to current date and time less 1 hour. 

9.2.2.3.2. End control is set to current date and time. 
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9.2.2.4. JPEG button - left click causes stored JPEG images to be displayed. 

9.2.2.5. QSIF button - left click causes stored QSEF MPEG videos to be displayed. 

9.2.2.6. SIF button - left click causes stored SIF MPEG videos to be displayed. 

9.2.2.7. Prev button - left click causes replay to be stepped backward to the previous 
recorded image. 

9.2.2.8. Play button - left click starts unage playback. 

9.2.2.9. Next button - left click causes replay to be stepped forward to the next 
recorded image. 

9.2.2.10. Start date/time control - displays or sets the replay start date and time. 

9.2.2.1 1. Curr date/time control - displays the cuirent replay date and time. 

9.2.2.12. End date/time control - displays or sets the replay end date and time. 

- 9.-2.il3". Replay slidebar , 

9.2.2.13.1. Left arrow - left click causes replay to be stepped backward to the 
previous recorded image. 

9.2.2.13.2. Right arrow - left click causes replay to be stepped forward to the next 
recorded image. 

9.2.2.13.3. Left click on slidebar causes the current replay date and time to be set 
to the date and time represented by that position on the slidebar. 

9.2.2.13.4. SUder 

9.2.2. 13.4. 1 . Advances along the sUdebar during replay to represent the 
current replay date and time. 

9.2.2.13.4.2. Can be Dragged to a new position on the slidebar, which causes 
the current replay date and time to be set to the date and time 
represented by that position on the slidebar. 

9.2.2.14. Replay Speed slidebar (JPEG replay only) 

9.2.2. 1 4. 1 . Left arrow - left click causes replay to be slower. 

9.2.2.14.2. Right arrow - left chck causes replay to be faster. 

9.2.2.14.3. Slider - Can be Dragged to a new position on the slidebar to change 
the replay speed to the speed represented by that position on the slidebar. 

9.2.2.15. Video Size (MPEG replay only) 

9.2.2.15.1. Ix - Video is displayed in original size, or as large as the Video 

Window will allow, whichever is smaller. 
9.2.2.15.2. 2x - Video is displayed in double original size, or as large as the Video 

Window will allow, whichever is smaller. 
9.2.2.15.3. Full - Video is displayed as large as the Video Window will allow. 

9.3. Filter Installation Dialog 

9.3.1. The WatchBook shall detect the current version of the filter program installed on 
the WatchBook computer, and the current version available from e- Watch 

9.3.2. If the current version available fi-om e- Watch is newer that the version installed on 
the WatchBook computer, a dialog shall be displayed to offer the opportunity to 
download and install the newer version 

9.3.3. The filter download dialog shall also be displayed by pressing the F4 key 
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